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Abstract: In this era where technology is used to create unidentical counterfeit products, Finding the 

original objects is a very tedious task for the users. These Counterfeit Products affect the health of the user 
in the case of medical and skin care products also. This project implements Blockchain, a new Technology 

which is used to overcome this problem. Blockchain technology is the distributed, and immutable 

technology that provides data consistency and security. Here a QR code is generated for each product that 
is linked to the database which in turn is mapped to the chain nodes. By scanning this QR code the user 

can detect the original products amongst the fake ones. It highlights the need of cryptocurrency in the 

broader vision of supply chain security, elaborating on how Blockchain network, particularly using 
Ethereum Framework, provides a decentralized and transparent ledger for tracking and validating 

products. 
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INTRODUCTION 
Counterfeiting occurs when suppliers are 

selling goods pretending like some other items. 

Counterfeit goods have a poor impact on the economy, 

citizens, and electronics. Poor quality cosmetics may 

lead to skin problems and fake electronic equipment’s 

can cause flaws and mishaps. To address this, solutions 

must be found for the sale of counterfeit products. This 

has a negative effect on a company's reputation, as 

customers are often unaware that the object they are 

holding is a fake one. This can lead to customers 

demanding compensation, as a refund or a brand new 

item. Companies are caught between trying to overcome 

delay and effort handling with inadequate replication of 

their products parallelly keeping their users satisfied. 

 

The problem led by malicious manufacturers 

decreases users’ association, as distributors, retailers, and 

other business partners lose faith in legitimate 

enterprises. This work presents a system designed for the 

identification of counterfeit products implementing 

blockchain technology to provide the customers and the 

suppliers for holding the ability to track the supply chain 

of the item in safe surroundings. Blockchain is a 

distributed system that guarantees that each new block 

appended to the blockchain is the only accurate version 

accepted by every node. It is used for maintaining a 

regular document as a genuine database through 

distributed system. It aims to fix the complication of 

counterfeiting brands and provide an opportunity to 

verify the integrity of a product using smart contracts. 

 

Blockchain Methodology is a decentralized 

framework that enables secure and transparent 

transactions. It uses a distributed ledger across a network 

of computers, reducing the need for a centralized 

authority. Cryptography and Hash Functions ensure the 

security of transactions, making them tamper-resistant. 

Once block including transaction details is added to a 

Blockchain, information on it is difficult to alter. Smart 

contracts, coded agreements, automate and enforce 

contract terms on platforms like Ethereum. Transactions 

are visible to all participants, enforcing transparency and 

accountability. Blockchain has applications in 

cryptocurrencies, supply chain management, healthcare, 

government related applications and more. 

 

Smart contracts are self-executing contracts in 

terms of the agreement directly written as code 

statements based on the agreement mechanisms or in 

other words consensus mechanisms. These contracts run 

on Blockchain framework and automatically enforce and 

execute the terms of the contract when some predefined 

conditions are fulfilled. Smart contracts help remove the 

need for mediators, reduce the risk of fraud, and increase 

the efficiency of transactions. 

 

https://doi.org/10.5281/zenodo.21558780
https://creativecommons.org/licenses/by-nc/4.0/
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Fig 1. Blockchain System 

 

LITERATURE SURVEY 
In the study by Khalil G. et al. [1], a method for 

detecting counterfeit goods is introduced, utilizing Radio 

Frequency Identification (RFID) tags. The approach 

involves placing RFID tags on products and employing 

remote sensor networks to assess them for authenticity. 

RFID technology relies on low-frequency radio waves to 

collect and store data. This collection of data takes place 

in environments such as cellular systems or central 

warehouses. This entire process involves the RFID 

transceiver scanning radio waves before transmitting 

them to the RFID tag. Subsequently, the RFID reader 

sends the collected data to a microchip, which is 

exceptionally small in size. This methodology presents a 

novel approach to combat counterfeiting by using RFID 

technology for authentication and data collection. 

 

In [2], The decentralized application (DApp) 

using Ethereum Blockchain for simulating a supply chain 

offers enhanced transparency and security. It ensures the 

secure transfer and recording of product ownership on 

the tamper-resistant Ethereum blockchain. Integrating 

Radio Frequency Identification (RFID) addresses 

previous security and privacy concerns. Extending the 

system to E-commerce and retail brings transparency for 

consumers. Blockchain's immutability guarantees data 

integrity, and smart contracts automate processes, while 

decentralization reduces the risk of manipulation. 

Regular updates and collaboration with the blockchain 

community are essential for ongoing success. 

 

[3] The paper discusses the application of 

Blockchain technology, using Bitcoin as an example, to 

address issues related to product counterfeiting. It 

emphasizes the decentralized nature of Blockchain, 

which ensures the legitimacy of transactional records and 

solves the double-spending problem. The proposed 

decentralized Blockchain system aims to enable 

consumers to independently verify the authenticity of 

products, reducing reliance on merchants. Manufacturers 

can utilize this system to provide genuine products 

without the need for direct-operated stores, leading to 

significant cost savings in product quality assurance. The 

paper highlights Bitcoin as an example of a Blockchain, 

emphasizing its consensus mechanism, Proof-of-work 

(POW) algorithm. In this mechanism, nodes in the 

network compete using their computing power to solve a 

complex SHA256 math problem. 

 

[4] This study assessed the level of dissimilarity 

needed between authentic and counterfeit logotypes to 

enable accurate counterfeit identification. Participants 

had to choose if a brand's emblem was an imitation or the 

real thing as it appeared in the center of the screen. via 

the "E" or "I" keys on a computer keyboard (key mapping 

was counterbalanced between participants). Each 

authentic and fake brand logo was exhibited for a 

maximum of three seconds, and participants were free to 

respond at any point after the logo was displayed. To 

draw focus to the center of the screen before the brand 

logo appeared, a "" was shown for 700 milliseconds. 

Each logo from the LLF (low-level fake logo), MLF 

(mid-level fake logo), and HLF(high-level fake logo) 

categories was presented once, totaling 60 trials per 

participant. The logos were presented in random order 

(12OLs were presented twice). Only after receiving a 

correct or incorrect response were the participants given 

the opportunity to move on. Twelve practice trials using 

real and false versions of the "Ford" and "Google" brand 

logos were conducted prior to the study's start. The LLF 

logos, which likewise had the greatest likeness to the 

original designs, and for which the error rate in logo 

recognition was the highest, caused the most uncertainty. 

The study includes Five different types of brand logos 

(LLF, MLF, HLF, RLF, and OL) and two visual target 

words ("Fake" and "Real") were employed as the seven 

visual stimuli.  

 

SYSTEM ARCHITECTURE 
System architecture is a conceptual model that 

defines the structure and behavior of the system. It 

includes the components of the system and the 
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relationship depicting how these components work 

together to achieve the overall system performance, as 

shown in Figure. 

 

 
Fig 2. System Architecture 

 

The proposed system involves manufacturers 

logging into a website to upload product details, 

generating unique QR codes for products, and pushing 

this information to the Ethereum Blockchain using 

Remix Ethereum IDE. Customers scan QR codes, and if 

the code matches the manufacturer's, the product is 

deemed original, displaying its details. If not, it's flagged 

as fake, preventing the purchase of counterfeit goods. 

Smart contracts, immutable programs on the Blockchain, 

automate transactions, enabling decentralized execution 

of agreements without intermediaries. Ganache provides 

a secure testing environment for decentralized 

applications and smart contracts. Ethereum, with its 

cryptocurrency Ether, facilitates deploying decentralized 

applications and is known for its smart contract 

capabilities. 

 

USE CASE DIAGRAM 
It is used to represent the dynamic behavior of a 

system. It encapsulates the system's functionality by 

incorporating use cases, actors, and their relationships. 

 

 
Fig 3. Use Case Diagram 

 

In this system, the manufacturer logs into their 

account to generate a QR code and input product details. 

Using their MetaMask wallet, the manufacturer adds a 

block to the Ethereum blockchain. 

 

The seller, upon scanning the QR code, can 

access product information entered by the manufacturer 

and subsequently sell the product, transferring 

ownership.  

 

Consumers can verify product integrity by 

scanning the QR code, revealing the transaction history 

and confirming authenticity. If the product is identified 

as fake during verification, the consumer becomes aware 

of potential counterfeiting, as the status indicates a 

discrepancy in the information. This ensures 

transparency and helps prevent the purchase of 

counterfeit goods. 

 

In the case of Fake Products Identification using 

Blockchain, the use case diagram serves as a visual 

representation of the different steps required to identify a 

fake product. The use case diagram starts with a user 

requesting identification of a product. The system then 

verifies the product by using a Blockchain to securely 

store and share data about the product. This data is then 

compared to the data stored on the Blockchain for the 

product, and if the data does not match, the product is 

identified as a fake. Once the product is identified as 

fake, the user can take appropriate action, such as 

returning the product or alerting the authorities. The use 

case diagram can also represent the different activities 

that can be taken to prevent the sale of fake products in 

the future, such as using smart contracts to authenticate 

products before they are sold. This smart contract can be 

set up to require vendors to provide proof of authenticity 

before they are allowed to sell a product. Overall, the use 

case diagram of Fake Products Identification using 

Blockchain is an important tool for understanding the 

processes and activities used to identify and prevent the 

sale of fake products. By understanding the different 

steps involved, it is possible to create a secure system that 

can detect and prevent fraud while still allowing 

legitimate vendors to sell genuine products. 

 

METHODOLOGY 
Stage 1: Deploy smart contracts.  

In this stage, open Remix Ethereum IDE then 

compile and run the solidity code. Later QuickStart the 

Ganache application and copy the RPC address and paste 

the address in Remix Ethereum IDE by selecting 

Ganache as the service provider. This is the deployment 

of smart contracts which is completed by using Remix 

Ethereum Integrated Development Environment and 

Ganache application. Languages used to write smart 

contracts are Solidity.  

 

Stage 2: Connect data to the Blockchain network 

through Jupyter notebook. 

In this stage, we must copy the path of the 

python file in the project folder, then open the anaconda 

command prompt change the directory to the copied 

path. Then open Jupyter notebook via anaconda prompt. 

Later copy the address generated in Remix Ethereum 
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IDE while deploying the smart contracts and paste it in 

the Jupyter notebook files in place of the address text. 

This will connect the data to the Ethereum blockchain 

network via Jupyter notebook. 

 

Stage 3: Run the project in NetBeans. 

After connecting data to the Blockchain 

network by using Jupyter notebook, then run the project 

in the NetBeans IDE. It will provide a web Interface for 

the manufactures where the manufactures can login and 

add the product details. This information will be stored 

in the database and the QR code will be generated which 

is unique for every product. Further the product details 

will be added to the Blockchain network. 

 

Stage 4: Product verification through android 

application. 

In this stage an android application will be 

provided to the users. Before buying any product, the 

users can scan the QR code which is attached to the 

product. After scanning the QR code, if the product is 

valid and present in Blockchain network then it will 

display the product details or else it will be displayed as 

no record found. 

 

 
 

Fig 4. Proposed System Architecture 

 

 
Fig 5. The workflow of Ethereum Smart Contract 
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RESULTS 
 

 
Fig 6. Remix Ethereum IDE to deploy data into Blockchain. 

 

 
Fig 7. QuickStart of Ganache 

 

 
Fig 8. Anaconda Prompt 
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With the help of frontend part of manufacturer, manufacturer can register the product with the product 

information. After product was added to Block Chain, manufacturer would be able to generate and download the QR code 

given the product information. Manufacture also can attach the QR code. 

 

 
Table 1: Product Registration 

 

 
Fig 9. Adding product details. 

 

 
Fig 10. Generated QR Code 
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Fig11. Product verification by the customer. 

 

 
Fig12. Output after scanning QR code. 

 

The whole business logic is implemented with the help of smart contracts written in the solidity programming 

language. Implementing business logic using smart contracts, helps to program secure contracts which helps to reduce the 

loophole in the system. 

 

Table 2: Product Transfer from Manufacturer to Seller 

Transaction Cost Execution Cost Input Decoded Input Decoded Output 

175284 175284 0x934...00000 
"3421SAfeW0", 

"Seller 1" 

"Transfer from Manufacturer to Seller 

Successful" 

 

Table 3: Product Transfer from Manufacturer to Seller 

Transaction Cost Execution Cost Input Decoded Input Decoded Output 

74536 74536 0x97c...00000 
"3421SAfeW0", "Seller 1", 

"Consumer" 

"Transfer from Seller to Consumer 

Successful" 
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Table 4: Comparison with various anti-counterfeiting techniques available. 

SL. No. Technology Product Type Advantage Limitation Block Chain 

1 RFID Any Reliable track and trace 

through any environment. 

1. Reader collision. 

2. Unable to transmit 

through metal objects. 

No 

2 Magnetic Strips Hotel Key Cards 1.More secure than 

barcodes.  

2. Easy and fast to use. 

1. Can be damaged 

even from small 

scratches  

2.Does not work from 

a distance. 

No 

3 Security 

Hologram 

Currency If tried to remove it leaves 

residue behind. 

1.Production is 

expensive and time-

consuming.  

2. Easy to clone 

No 

4 Barcodes Daily use 

products 

1.Simple implementation.  

2. Scalable 

1. Easy to replicate.  

2. Editable. 

No 

5 SHA1/SHA2 Digital Biodata Hard to replicate. Easy to encrypt and 

decrypt. 

No 

6 Fingerprinting Digital Content 1.High security.  

2. Nontransferable 

1.System failures.  

2. High cost. 

No 

7 Block Chain Any 1.Can be applied at the time 

of manufacturing.  

2. Data once stored cannot 

be modified. 

1.Demands high 

memory.  

2.Expensive to 

implement 

Yes 

CONCLUSION & FUTURE WORK 
Employing Block Chain technology for fake 

product identification offers a robust and innovative 

solution to address the issue of counterfeit products. By 

using the inherent characteristics of Block Chain, such as 

decentralization, immutability, and transparency, 

organizations can create a reliable framework to identify 

and confirm the authenticity of products throughout the 

supply chain. This proposed a Block chain-based anti-

counterfeiting system ensures that every product that 

exists within the system is an authentic and valid. The 

proposed system was successfully developed this system 

using Remix IDE and Solidity. 

 

In the future, upscaling and improving our 

system will be possible, automation can be applied to 

ease the manual input process and minimize human 

errors which may occur. Blockchain has proven to be 

effective in building a system that detects counterfeiting 

activities and there are so many areas which can adopt 

this Block Chain technology to make the system secure 

from malicious access and tampering of the data.  
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