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Abstract: Hands-on experience is essential in cybersecurity education. Without it, students learn the
vocabulary but not the practical skills. OWASP Juice Shop is an intentionally vulnerable web application
that enables learners to practice real-world attack techniques—such as SQL injection, broken
authentication, and Cross-Site Scripting (XSS)—without affecting live production systems. This review
examines how Juice Shop has been incorporated into university courses, Capture the Flag (CTF)
competitions, capstone projects, and hybrid learning environments. Drawing upon published studies, it
evaluates what educational practices improve learning outcomes and which approaches are less effective.
Existing research indicates that students generally demonstrate greater engagement, improved practical
understanding, and better knowledge retention. However, integrating an open-ended penetration testing
platform into a structured academic curriculum remains challenging, and not every implementation has
produced consistent success. This review identifies effective practices, highlights current research gaps,
and outlines future directions for cybersecurity education research.
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INTRODUCTION

Cybersecurity education continues to face a significant
gap between theoretical instruction and practical skill
development. Universities typically emphasize concepts
such as threat models, attack taxonomies, and secure
software design principles, yet many graduates enter
industry without the ability to perform basic penetration
testing or analyze web application vulnerabilities
effectively. This challenge has been repeatedly
documented in previous studies [1]-[3]. Although the
disparity between academic curricula and industry
expectations is well recognized, many educational
programs still rely heavily on lectures and textbook-
based exercises [15], [18].

Experiential learning addresses this limitation. When
students interact with a genuinely vulnerable application
rather than merely studying theoretical examples, they
develop both technical competence and practical
problem-solving abilities that traditional classroom
instruction cannot provide [12], [20]. OWASP Juice
Shop was specifically developed to support this learning
approach. It is an intentionally vulnerable e-commerce
application containing SQL injection vulnerabilities,
authentication bypasses, and more than eighty challenges
aligned with the OWASP Top Ten. The platform runs
locally using Docker and can be easily reset whenever
required [4], [11]. Unlike earlier educational platforms,

Juice Shop utilizes a modern technology stack—
including Angular, Node.js, and SQLite—that closely
reflects contemporary industrial web applications [24],
[25]. This review consolidates findings from existing
studies to examine how Juice Shop has been integrated
into cybersecurity education, what students learn from
using it, and where current research remains limited.

MATERIALS AND METHODS

Cybersecurity education has evolved considerably over
the past decade; however, the balance between
theoretical knowledge and practical application remains
a continuing challenge. Passive instructional methods
effectively develop conceptual understanding but rarely
produce practical cybersecurity skills. Consequently,
researchers and educators have increasingly adopted
interactive learning environments, among which
OWASP Juice Shop has become one of the most
extensively studied platforms [11], [13], [19], [20].

Traditional Cybersecurity Teaching Methods

Historically, cybersecurity education relied primarily on
lectures, textbook case studies, and carefully controlled
laboratory exercises where students rarely encountered
unexpected situations [1]. Although these approaches
successfully teach foundational concepts—and those
fundamentals remain important—students educated
predominantly through passive learning frequently
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struggle when confronted with real-world cybersecurity
tasks, including vulnerability assessments, incident
response, and exploit development [5]. Frameworks such
as SPARTA advocate competency-based learning that
aligns educational exercises with measurable industry
skills rather than simply covering theoretical course
content [6], [7].

Use of Vulnerable Applications in Education
Purposefully vulnerable applications represented an
important advancement in cybersecurity education.
DVWA (Damn Vulnerable Web Application)
provides students with practical exposure to SQL
injection and Cross-Site Scripting (XSS) vulnerabilities
in a simplified environment, while WebGoat introduces
insecure design patterns, broken authentication, and
access control vulnerabilities [8], [9]. Although both
platforms effectively demonstrate specific security
flaws, they generally present vulnerabilities in isolation
rather than within realistic application workflows.
OWASP Juice Shop differs by embedding
vulnerabilities within a fully functional e-commerce
application, requiring students to first understand the
application's intended functionality before identifying
and exploiting security weaknesses.

Research on OWASP Juice Shop in Training and
Academia

Research on OWASP Juice Shop has produced largely
positive findings. Studies report improvements in
students' problem-solving capabilities and threat analysis
skills, while its open-source configuration framework
enables instructors to customize challenges according to
specific learning objectives [14], [15]. Gamification
features—including scoreboards, achievement badges,
and CTF integration—have consistently been shown to
improve student engagement when compared with
conventional laboratory environments [12], [13]. Several
studies also report positive outcomes regarding
professional certification preparation, although the
available evidence supporting certification performance
is less extensive than the evidence for learner
engagement.

Gaps in Existing Studies

Most published research involving Juice Shop has been
conducted within individual academic courses or over a
single semester, providing limited evidence regarding
long-term knowledge retention [13], [14]. Comparative
evaluations between Juice Shop and other intentionally
vulnerable learning platforms remain relatively scarce
[16]. Furthermore, very little research has explored the
use of Juice Shop for Al security, secure machine

learning, or DevSecOps education, despite these areas
becoming increasingly important within modern
cybersecurity practice [17]. This review consolidates
current knowledge while identifying research questions
that remain unanswered.

RESULTS

Architecture and Technology Stack

OWASP Juice Shop is implemented as a Single Page
Application (SPA) using Angular and
Node.js/Express. The frontend follows Material
Design principles, while the backend provides a
RESTful API supported by SQLite and MarsDB,
enabling students to interact with both SQL and NoSQL
database paradigms within a single educational
environment [11]. WebSocket-based notifications
provide immediate feedback whenever challenges are
successfully completed. The complete platform can be
deployed using Docker, Vagrant, Heroku, or
conventional local installations, providing substantial
flexibility for classroom environments [4], [8], [25].

File System

Fig. 1: Architecture Diagram of OWASP Juice Shop

Simulated Real-World Security Issues

OWASP Juice Shop contains more than eighty-five
security challenges covering SQL injection, Cross-Site
Scripting  (XSS), broken authentication, security
misconfiguration, sensitive data exposure, XML
External Entity (XXE) attacks, race conditions, insecure
deserialization, and numerous additional vulnerability
categories [2], [4]. What distinguishes Juice Shop from
platforms such as DVWA and WebGoat is not merely
the range of vulnerabilities provided but the manner in
which those vulnerabilities are embedded within a fully
functional e-commerce application. Successfully
exploiting these weaknesses requires students to first
understand the application's legitimate behavior, thereby
transforming abstract cybersecurity concepts into
realistic problem-solving exercises [5].
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Category Breakdown

Sensitive Data Exposure
Broken Authentication
Injection

Broken Access Control
XSS

Roll your own Security
Vulnerable Components
Improper Input Validation
Forgotten Content
Security Misconfiguration
Security through Obscurity
Insecure Deserialization
XXE

Race Condition

Fig. 2: Vulnerability Categories

Key Technical Features

The integrated scoreboard tracks challenge completion in
real time while allowing instructors to filter completed
tasks according to vulnerability category and difficulty
level. Capture the Flag (CTF) mode generates unique
flag values for every successfully completed challenge,
making competitive cybersecurity events straightforward
to organize [6]. Platform components—including
branding, product catalogs, and available hints—can be
customized through YAML configuration files, allowing
instructors to emphasize specific vulnerability categories
without unnecessary distractions [3]. A self-healing
database reset mechanism automatically restores
corrupted environments, which proves particularly
valuable when multiple students simultaneously attack
the same application instance.

Team Blue

Fig. 3: CTF Mode in OWASP Juice Shop

Lab-Based Learning

Within university cybersecurity courses, OWASP Juice
Shop is commonly integrated with structured laboratory
exercises that guide students toward vulnerability
categories aligned with weekly instructional topics—for

example, authentication vulnerabilities following
lectures on broken authentication or input validation
exercises after instruction on Cross-Site Scripting (XSS)
[1], [2]. The controlled environment enables students to
experiment extensively without risking unintended
consequences. Challenge difficulty gradually increases,
while the integrated scoreboard enhances student
motivation more effectively than conventional
worksheet-based activities. Multiple studies consistently
report that students completing Juice Shop laboratory
exercises perform better on practical cybersecurity
assessments and demonstrate greater confidence when
performing web application security tasks [3].

OWASP Juice Shop in Cybersecurity Education
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Fig. 4: OWASP Juice Shop in Cybersecurity Education
— Pros and Cons
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Project-Based Learning

Several instructors have adopted a more open-ended
instructional approach by providing students with the
complete Juice Shop platform and requiring them to
conduct comprehensive vulnerability assessments,
document identified weaknesses, and propose mitigation
strategies with minimal instructional guidance [4]. This
project-based methodology encourages independent
decision-making regarding assessment scope and
vulnerability prioritization, more closely resembling
professional penetration testing and cybersecurity
consulting practice than structured laboratory exercises.
Research evaluating these instructional approaches
reports stronger long-term knowledge retention and
improved professional preparedness, although such
outcomes are inherently more difficult to quantify than
traditional laboratory assessment scores [5].
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Fig. 5: Project-Based Learning with OWASP Juice Shop

CTF Challenges and Gamification

Juice Shop's CTF mode transforms a training platform
into a competitive learning environment. Teams solve
challenges to collect flags, while a live scoreboard tracks
rankings in real time. These competitions develop not
only technical skills but also practical habits that
traditional static exercises cannot foster—working under
time pressure, prioritizing challenges, and collaborating
effectively when difficulties arise [6]. Institutions that
have organized Juice Shop CTF competitions report
higher student satisfaction and, anecdotally, stronger
collaboration and community among cybersecurity
students [7].

Gamified Learning

o
Technical Skills g,q} Soft Skills

Fig. 6: Enhanced Learning through Gamification

Blended Learning

Juice Shop integrates seamlessly into blended learning
environments. A common instructional approach begins
with a lecture covering topics such as the OWASP Top
Ten or Secure Software Development Lifecycle
(SDLC) security principles, followed immediately by
Juice Shop challenges that reinforce the concepts
discussed during the lecture [3], [5]. This direct
connection between theory and practical application
significantly reduces the traditional gap between learning
cybersecurity concepts and applying them. The platform
supports fully online, hybrid, and face-to-face teaching
environments, making it particularly valuable following
the widespread changes in course delivery after 2020.
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Fig. 7: Blended Learning with Juice Shop

DISCUSSION

Engagement and Skill Development

Student engagement represents one of the strongest
arguments supporting the adoption of OWASP Juice
Shop in cybersecurity education. Compared with
conventional laboratory environments, students using
Juice Shop consistently report higher satisfaction, spend
more time actively engaged with learning tasks, and
demonstrate greater persistence when facing difficult
security challenges [1], [2]. Triplett [3] reported a 25%
improvement in vulnerability identification accuracy
following a sequence of Juice Shop laboratory exercises.
Hajny et al. [4] documented measurable improvements
in both technical proficiency and critical thinking skills.
Furthermore, surveys conducted across multiple
educational institutions found that more than 80% of
participating students reported increased confidence in
performing web application security assessments after
completing Juice Shop exercises [5], [6].

Comparative Analysis with Traditional Teaching

Students trained using OWASP Juice Shop consistently
outperform peers taught exclusively through traditional
lecture-based instruction on practical penetration testing
exercises, secure code review tasks, and security auditing
activities. Knowledge retention also appears to improve
substantially, with students using intentionally
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vulnerable applications retaining up to 30% more
information three months after course completion than
students taught through conventional instructional
methods [5], [6]. The underlying explanation is
straightforward: actively performing security tasks
creates stronger learning experiences than simply
hearing or reading about them.

Challenges

Despite its educational advantages, integrating OWASP
Juice Shop into academic curricula is more challenging
than proponents sometimes acknowledge. The platform's
open-ended structure does not always align well with
rigid academic schedules or standardized grading
systems. Beginner students may encounter advanced
topics such as JSON Web Token (JWT) manipulation or
Server-Side Request Forgery (SSRF) and experience
cognitive overload [4]. Successful deployment also
requires appropriate IT infrastructure, and institutions
lacking dedicated technical support often face
maintenance challenges. A more subtle concern is that
students who concentrate exclusively on accumulating
scoreboard points may complete numerous challenges
without fully understanding the underlying security
concepts. Effective mitigation strategies include
embedding Juice Shop within structured learning
pathways, requiring reflective reports after completing
challenges, and employing competency-based
educational frameworks such as SPARTA to map each
exercise to measurable learning outcomes.

CONCLUSION

OWASP Juice Shop has proven to be an effective
educational platform for cybersecurity training. Research
consistently demonstrates improvements in student
engagement, practical skill development, and knowledge
acquisition, while the platform's flexibility enables
instructors to adapt it to a wide variety of course levels
and instructional formats. However, Juice Shop should
not be viewed as a plug-and-play educational solution.
Successful  implementation  requires  thoughtful
pedagogical design rather than simply deploying the
application through Docker. Overall, existing research
strongly supports experiential learning with Juice Shop
as being more effective than lecture-and-textbook
approaches for developing practical cybersecurity skills.
Future research should focus on longitudinal studies
evaluating long-term knowledge retention, direct
comparisons with alternative vulnerable application
platforms, and the integration of Juice Shop into
emerging educational domains such as Al security and
DevSecOps, where demand for high-quality training
platforms continues to grow.
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