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Abstract: Quantum computing is a transformative paradigm based on the principles of quantum
mechanics such as superposition and entanglement to outperform classical computers in solving complex
problems.

This paper presents a comprehensive overview of quantum computing, detailing its foundational concepts,
advancements, applications, platforms, limitations, and future scope. Key research contributions from
organizations such as IBM, AWS, and Microsoft, as well as government initiatives, are discussed.
Applications are explored across cryptography, pharmaceuticals, healthcare, finance, manufacturing,
simulation, and Al. Quantum platforms such as Qiskit, Azure Quantum, and D-Wave Ocean SDK are also
reviewed. Although still in its development stages and facing challenges, quantum computing faces
difficulties related to error correction and the environment may entirely change modem computing. The
article concludes by stressing the need for continuous research, education, strategic planning, and
development to utilize the disruptive abilities of quantum technologies.
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INTRODUCTION

Quantum computing is a revolution in modeling complex
systems, providing a new set of strengths that redefine
conventional computational methods. Unlike classical
computers that use bits (0s and 1s), quantum computers
utilize quantum bits, which can exist in a superposition
of both 0 and 1 simultaneously. Existing in
superposition, they can perform calculations in
multiplicity. The evolution of quantum theory started in
1900 with Max Planck’s presentation [1] before the
German Physical Society, thereby ending up in a modern
view that governs all the behavior of energy as well as
matter at the quantum level. This type of grounding is
vital for understanding the outcomes of current quantum
computing technology. This paper details how these
properties, inclusive of entanglement and quantum
interference, enable quantum computers to solve specific
problems faster than classical computers do [29].

Energy is the primary component of quantum mechanics.
Energy is made up of multiple discrete units in a
continuous wave function, similar to the behavior of
small, unpredictable particles. This perspective is
supported by interpretations such as Van Belle’s
common-sense framework of quantum mechanics [9].
Quantum computing is not a replacement for classical

computing, but it can solve complex problems much
faster.

RESEARCH AND ADVANCEMENTS IN
QUANTUM COMPUTING

Research is ongoing in companies and government
research institutions around the globe. In 2020, the
Government of India launched its National Mission on
Quantum Technologies and Applications [39]. Germany,
in the same year, announced that it would invest €2
billion in quantum technologies [31]. This illustrates how
many organizations are planning to contribute to research
and advancement in quantum computing.

With 127 qubits, Eagle, the most sophisticated quantum
processor in the world, was unveiled by IBM. Sycamore
4 is the name of Google's quantum processor. By fiscal
2027, Hitachi hopes to construct a silicon quantum
computer prototype with roughly 100 qubits. Intel has
created a 12-qubit silicon spin quantum chip known as
Tunnel Falls for research purposes.

Amazon Web Services (AWS) released its first-
generation quantum computing processor named Ocelot
on February 27, 2025 [38]. The processor aims to solve
one of the most significant challenges facing quantum
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computing, quantum error correction, and it is set to
lower the costs involved in this process by as much as
90% compared to conventional methods, representing a
significant milestone toward practical quantum
computing. One of the main disadvantages of quantum
computing is error correction because qubits are so
sensitive to environmental noise [30]. The error
correction breakthrough is the kind of innovation that
could make quantum computing more affordable,
particularly regarding error correction, which has always
been resource-intensive. Ocelot is still in the prototype
phase and what AWS considers an important milestone
along the way to creating useful quantum computers.
They continue to work on it with the hope of solving
more complex computational problems.

APPLICATIONS OF QUANTUM COMPUTING
Cryptography

Quantum computers can break many classical encryption
methods that are considered secure today, such as RSA,
Diffie-Hellman, and Elliptic Curve Cryptography [4].
This type of cryptography is used to secure government
data and banking systems. It is not practical for a
classical computer to decode strong RSA encryption.
However, a quantum computer could factor an RSA-
2048 key exponentially faster than classical computers.
Instead of taking trillions of years, it could take hours or
even minutes, depending on the number of logical qubits
available and the effectiveness of error correction [32],
[10]. Post-Quantum Cryptography may also give rise to
new, quantum-resistant modes of encryption. Such new
cryptographic protocols, sometimes called post-quantum
cryptography, would resist quantum computing attacks.
Quantum Key Distribution (QKD), based on the laws of
quantum mechanics, guarantees that if an eavesdropper
attempts to tap into a communication channel, the system
will detect it, rendering it an ultra-secure means of
exchanging encryption keys. With quantum-safe
algorithms, banks could safeguard sensitive information
even in a future where quantum computers might be able
to crack RSA encryption with ease [29].

Pharmaceuticals and Drug Discovery

Quantum computers can accurately simulate molecular
behavior, which has the potential to revolutionize drug
research. Modeling the interactions of atoms in a
molecule is challenging for classical computers,
especially when it comes to quantum effects such as the
behavior of electrons [29]. This results in approximations
and longer computation times. Quantum computers can
simulate these interactions more directly and efficiently
because they can handle superpositions of many states
simultaneously. Faster drug discovery through the
simulation of complex biological molecules and their
interactions would enable quantum computers to identify
viable drug candidates sooner. Quantum computing may
also be used to simulate genetic mutations and predict
how drugs could interact with specific genomes,
resulting in tailor-made treatment options. Faster
simulations would reduce the trial-and-error process of

drug development, making it cheaper and more efficient
[23]. Quantum computers may also be used to simulate
the interactions of drugs with proteins implicated in
diseases such as cancer, allowing more effective targeted
therapies to be developed [29].

Healthcare

Quantum computing can process and analyze huge
datasets at rates that were previously unattainable,
making it particularly useful for healthcare applications
[10]. It can enhance genetic research, medical imaging,
and diagnostics. For instance, quantum computing could
improve the way vast amounts of genetic data from
genome sequencing are analyzed. Quantum computers
would be able to scan large genomic datasets to identify
genetic markers and customize treatment approaches for
individuals. More effective and targeted therapies can be
developed according to an individual's genetic profile.
Quantum algorithms may also improve the resolution
and speed of medical imaging techniques such as MRI
and CT scans, as well as enhance disease detection,
including cancer, through improved image analysis. As
noted above, quantum computing will also play a critical
role in accelerating drug discovery, potentially leading to
the development of improved and more effective drugs
for a wide range of diseases. Quantum algorithms can
further enhance diagnostic equipment by more precisely
detecting disease markers in medical images or
predicting disease progression based on genetic
information [30].

Financial Services

Quantum computing can address intricate optimization
problems that are prevalent in finance [10]. Traditional
computers are often too time-consuming for tasks such
as portfolio optimization, risk analysis, and options
pricing, particularly when multiple variables and
constraints are involved. Quantum computers can
process many variables simultaneously, taking into
account intricate relationships among assets, risk
appetite, and market conditions to design optimal
investment portfolios. Quantum models may also process
huge amounts of data in real time, providing banks and
financial institutions with better estimates of market,
credit, and operational risks [3], [28]. Quantum
computing can further enhance trading algorithms by
processing more data and recognizing market patterns
much more quickly than traditional systems, resulting in
smarter, real-time trading decisions. A bank, for
example, could use a quantum computer to simulate
hundreds of possible market scenarios and optimize its
portfolio based on real-time information from global
financial markets [31].

Manufacturing

Quantum computing has the potential to greatly improve
manufacturing by optimizing processes, streamlining
logistics, and facilitating better decision-making across
complex supply chains [10]. Classical computers often
struggle with the exponential increase in possible
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solutions when optimizing manufacturing processes
involving multiple stages, resources, and constraints.
Quantum computing can evaluate these variables
simultaneously,  resulting in  more  efficient
manufacturing operations [5]. The entire supply chain,
from raw material procurement to final product delivery,
can be optimized using quantum algorithms for demand
forecasting, inventory management, and transportation
logistics. Quantum computing also enables the
simulation and optimization of production processes,
helping identify inefficiencies and minimize energy
consumption.

Quantum computation has the potential to accelerate
product development by enabling more accurate
modeling of materials and designs, thereby speeding up
prototyping and innovation.

An automobile company, for example, could utilize
quantum algorithms to optimize its parts supply chain,
reducing costs, improving delivery times, and
streamlining the manufacturing process [24].

Simulations

Quantum computers can simulate quantum systems that
are difficult for classical computers to model efficiently
[6]. This capability has tremendous potential for
simulating materials, molecules, and quantum-level
physical phenomena across various sectors, including
energy, materials science, and climate modeling [10].
Quantum  simulation may also accelerate the
development of new energy technologies, such as more
efficient batteries, advanced energy storage systems, and
even fusion power. The ability to model complex
systems would improve climate models, enabling more
accurate predictions of climate change and supporting
better policy and energy-use decisions. Scientists could
use quantum computers to model the atomic properties
of novel materials that improve the efficiency of solar
cells or enhance energy storage devices [25].

Artificial Intelligence

Quantum computing could accelerate machine learning
and artificial intelligence computations [7] by enabling
faster data processing and handling large volumes of
information more efficiently [10]. With significantly
greater computational speed and efficiency, quantum
computing has the potential to revolutionize industries
that rely on machine learning (ML) and artificial
intelligence (AI) [21]. Algorithms such as Quantum
Annealing and Quantum Support Vector Machines [2]
can optimize machine learning model training and solve
complex Al problems that require excessive
computational resources on traditional computers [30].
These quantum approaches may drastically reduce the
time required to train sophisticated ML models,
especially deep learning networks that depend on vast
datasets and substantial computational resources.

Improved Al performance is another promising outcome.
Quantum-enhanced machine learning could increase
prediction accuracy, improve classification outcomes,
and enhance processing speed, leading to significant
advancements in autonomous systems, image
recognition, and natural language processing. Quantum-
based optimization techniques could refine neural
network training used in real-time applications such as
language translation, facial recognition, and autonomous
vehicle navigation, enabling Al systems to make faster
and more informed decisions [26], [27].

Quantum Machine Learning (QML) [8] is an emerging
field that seeks to leverage quantum computing to
enhance machine learning algorithms. Quantum
computers have the potential to accelerate both
supervised and unsupervised learning processes [21].
Moreover, as quantum hardware continues to evolve,
hybrid quantum-classical systems may emerge, in which
quantum processors handle core optimization tasks while
classical computers manage data preprocessing and
interpretation. This synergy could mark a significant
shift in the capabilities of modern Al systems, paving the
way for more adaptive, intelligent, and responsive
technologies.

PLATFORMS FOR QUANTUM COMPUTING
In order to debug actual quantum machines,
manufacturers of quantum computers offer cloud
hardware and local simulators. The quantum computer
code is language-specific and runs on the provided
QPU that it is programmed for. Besides this assembly
language, they offer general-purpose and high-level
languages to write the circuit and load into execution
services with libraries supplied as an extension
package for the programming language. D-Wave
Ocean is D-Wave’s python based software
development kit that enables developer to articulate the
problem that can be submitted through the SDK
interfaces to the QPU to solve problems and also
integrate with classical workflows.

Currently solving complex combinatorial problems
using quantum computing is expensive and complex,
Fujitsu’s Digital Annealer provides tools as a bridge
between classical and quantum systems [25]. Qiskit is
another Python based SDK for working with quantum
circuits and is from IBM. Access to IBM physical
machines and simulating environment is made
available through IBM’s Quantum lab [26]. The
Visual Studio development environment comes with
a development platform designed specifically for the
Q programming language, called the Microsoft Quantum
Development Kit. Microsoft’s Azure Quantum cloud
quantum platform supports access of quantum systems
from other companies [27].

Another facilitator for quantum program development is
from Rigetti that provides an open source tools and
Forest SDK with pyQuil and Groove for circuit
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simulation, optimization and quantum programming
[40]. Yet another Python based library is from Xanadu’s
PennyLane that supports the working of hybrid quantum
and classical models along with Strawberry Fields
that focuses on photonic quantum computing for
development of quantum circuits. PennyLane provides
an interface that support the working across other
existing platform[24].

THE FUTURE OF QUANTUM COMPUTING
Quantum  computing represents a  significant
advancement in computational capabilities, offering
immense potential for performance improvements in
specific applications. For instance, quantum computing
presents benefits for calculations such as integer
factorization and simulation and has the potential to
influence fields including pharmaceuticals, healthcare,
manufacturing, cybersecurity, and finance. While
quantum computing is still an emerging technology, it
may prove to be highly disruptive as it matures. Quantum
computing businesses are being established worldwide,
but specialists predict that it may still take some time
before quantum computing provides widespread
practical benefits.

Recent developments underscore this potential. D-Wave
Quantum's release of its sixth-generation quantum
system, Advantage2, marks a significant milestone in
the commercial race to develop quantum computing.
Advantage2 offers enhanced capabilities, including
improved qubit connectivity and energy efficiency,
enabling it to tackle complex problems such as supply-
chain optimization and materials simulation beyond the
capabilities of classical computing [33].

In the healthcare sector, quantum computing holds
immense potential, particularly in drug discovery and
development. Quantum simulations can model molecular
interactions with high precision, accelerating the
identification of new drugs and treatments. Companies
such as ProteinQure are at the forefront, leveraging
quantum computing to transform pharmaceutical
research [33].

The financial industry is also poised to benefit
significantly. Quantum algorithms can enhance risk
analysis, optimize portfolios, and improve pricing
models for complex financial instruments. Institutions
such as Goldman Sachs are actively exploring these
applications, aiming to gain a competitive edge through
quantum-enabled financial modeling [34].

However, the path to widespread adoption is not without
challenges. Before quantum computers reach their full
potential, significant technological obstacles must be
overcome. Scalability remains a major issue, as existing
quantum systems have far fewer qubits than required for
many anticipated applications. Moreover, qubits exhibit
high error rates because they are extremely sensitive to
environmental noise. Developing reliable quantum error

correction methods is therefore crucial, yet extremely
challenging [35].

Despite these obstacles, the global market for quantum
computing is expected to expand significantly. A
McKinsey report estimates that by 2035, the global
quantum computing market could be worth USD 1
trillion [36]. Furthermore, researchers are exploring
quantum computing as a means of addressing global
challenges such as food security, sustainability, and
energy efficiency, emphasizing its contribution to
building a more sustainable future [22].

Quantum Advantage Milestones

The journey toward practical quantum advantage is
following a structured path with several identifiable
stages. Near-term goals emphasize achieving domain-
specific quantum advantage within narrowly defined
problem areas [11]. By 2026-2027, researchers expect to
demonstrate stable quantum advantage in materials
simulation and selected optimization problems [12].
Industry ~ experts estimate that finance and
pharmaceutical applications will be among the first to
realize commercial quantum advantage, potentially
generating USD 5-10 billion in economic value by 2030
[13].

Logical qubit implementations represent a key milestone
for practical quantum computing. Some research groups
have demonstrated low-overhead basic error correction,
but universal fault tolerance with acceptable logical error
rates remains a significant challenge [14]. The projected
transition from existing Noisy Intermediate-Scale
Quantum (NISQ) technology to error-corrected quantum
systems is expected around 2027-2030, depending on
progress in hardware platforms [15].

International Strategic Frameworks

United States

The National Quantum Initiative Act Extension
(2023) [29] provides approximately USD 1.2 billion
through 2026, supporting three national quantum
research centers: the Quantum Systems Accelerator, the
Superconducting Quantum Materials and Systems
Center, and the Co-design Center for Quantum
Advantage.

The DOE's Quantum Internet Blueprint aims to
establish a 17-node quantum network across national
laboratories by 2026. The NSF is also supporting
quantum education programs with USD 25 million
dedicated to quantum workforce development.

European Union

The Quantum Flagship second phase (2023-2027)
provides €1 billion [31] to support Quantum Computing,
Quantum  Simulation, Quantum Communication,
Quantum Sensing/Metrology, and Basic Science. It also
aims to establish a ground-based quantum network by
2026, followed by space-based extensions by 2028. The
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QuantERA III program contributes an additional €40
million for cross-border research collaborations.

Canada

Canada's National Quantum Strategy (NQS)
establishes three foundational missions: quantum
computing and software, quantum communication and
post-quantum cryptography, and quantum sensors. These
missions are supported through research, talent
development, and commercialization.

Short-term goals under the NQS include developing
quantum computing hardware, including hybrid parallel
processing  systems, researching new quantum
algorithms and software, and identifying supply chain
and infrastructure challenges to strengthen domestic
manufacturing capability. The strategy outlines a
comprehensive seven-year plan to develop prototypes,
including quantum algorithms for defense [32] and
security applications, with field testing targeted by 2030.

Hybrid computing capability is also emphasized,
recognizing the importance of integrating quantum and
classical systems for optimal performance. One notable
aspect of Canada's NQS is its explicit focus on securing
the supply chain and strengthening domestic
manufacturing capacity. This demonstrates a proactive
strategic approach that extends beyond research and
development, recognizing the geopolitical and economic
importance of resilient technology supply chains. This
strategy is more detailed and forward-looking than many
other national strategies that address supply chain
resilience only indirectly.

Long-Term Research Horizons

Beyond 2030, several ambitious research directions may
redefine quantum computing capabilities. Topological
quantum computing approaches, although still largely
theoretical, promise intrinsically error-protected qubits
[16]. Networked quantum computing architectures that
interconnect multiple quantum processors [20] offer the
possibility of overcoming the scaling limitations of
standalone systems [17]. Quantum machine learning
continues to emerge as a rapidly developing research
field with the potential to transform pattern recognition
and data analysis [26], [27].

The long-term vision of universal fault-tolerant quantum
computers containing thousands of logical qubits would
enable transformative advances in scientific discovery,
optimization, and artificial intelligence [18]. Although
the timeline for achieving this vision remains uncertain,
the accelerating pace of quantum research suggests that
quantum computing will play an increasingly important
role in solving complex computational problems across
science, industry, and society [28].

LIMITATIONS

Quantum computers have enormous potential to
revolutionize =~ modern  cryptography,  molecular

simulation, and numerous scientific fields [29], [25].
However, they remain far from being commercially
viable for everyday use. Although scientists have
achieved a major milestone known as quantum
supremacy [37], the technology remains largely
theoretical in many respects [29]. We have not yet
reached the point where quantum computers are ready
for widespread practical deployment.

Extracting useful computational results remains
extremely challenging. Qubits, the fundamental building
blocks of quantum computers, are highly sensitive to
their environment. They must be maintained at
temperatures close to absolute zero, and even minimal
magnetic interference can disrupt their operation.
Maintaining these conditions remains a major
engineering challenge.

Scalability is another critical limitation. Today's
quantum computers are simply not large enough to solve
many real-world problems. For example, breaking RSA
encryption  would require  significantly = more
computational resources than current quantum
computers can provide.

Some researchers believe that the commercialization of
quantum technologies may occur sooner rather than later.
Early quantum computers could begin making
meaningful contributions in areas such as artificial
intelligence, finance, and healthcare through quantum
simulation, optimization, and sampling [24], [26].

The use of Noisy Intermediate-Scale Quantum (NISQ)
devices has been limited to relatively small problem
instances because of noisy qubits and short coherence
times [19], [20].

CONCLUSION

Quantum computing represents a tremendous leap in
computational capability by exploiting the principles of
quantum mechanics to perform tasks far beyond the
reach of traditional computers. Although quantum
computing is not yet a fully mature technology and still
faces numerous technical challenges, its potential
applications in pharmaceuticals, cybersecurity, finance,
and many other fields are enormous.

Quantum computing is currently in what many describe
as its "vacuum tube" stage. There is considerable
optimism that processors such as Ocelot will help bring
this powerful technology closer to practical reality. The
combined investments and research efforts of technology
companies, governments, and universities clearly
demonstrate a strong commitment to overcoming
existing challenges and unlocking the transformative
potential of quantum computing.

As the technology continues to advance, preparing future
generations through education and research will become
essential for realizing its full potential and driving
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innovation across numerous disciplines, ultimately
shaping the future of computing and technology.
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