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Abstract: The increasing adoption of Artificial Intelligence (AI) has fundamentally transformed cybersecurity 
by enabling intelligent threat detection, predictive risk assessment, automated incident response, and adaptive 

cyber defence. As organizations operating critical infrastructure increasingly deploy AI-enabled cybersecurity 

solutions, ensuring that these technologies remain secure, trustworthy, transparent, and compliant with 
internationally recognized cybersecurity standards has become a major governance challenge. Although the 

National Institute of Standards and Technology Cybersecurity Framework (NIST CSF 2.0) and the IEC 62443 

series provide comprehensive guidance for cybersecurity risk management and industrial control system security, 
they offer limited implementation guidance for governing AI-driven cybersecurity throughout its lifecycle. This 

lack of structured alignment creates challenges related to model governance, explainability, accountability, 

regulatory compliance, and human oversight, particularly within Operational Technology (OT) and Industrial 
Control System (ICS) environments. 

 

This study proposes a governance framework for aligning Artificial Intelligence–driven cybersecurity with the 
NIST Cybersecurity Framework 2.0 and IEC 62443 to support secure and trustworthy AI deployment in critical 

infrastructure. The framework was developed using a Design Science Research (DSR) methodology and 

integrates AI lifecycle management, cybersecurity governance, Explainable Artificial Intelligence (XAI), 
Security Information and Event Management (SIEM), Security Orchestration, Automation and Response 

(SOAR), continuous risk assessment, and standards-based compliance into a unified governance architecture. 

The proposed framework establishes explicit relationships between AI governance processes and the six core 

functions of NIST CSF 2.0—Govern, Identify, Protect, Detect, Respond, and Recover—while incorporating the 

defence-in-depth principles and security lifecycle requirements of IEC 62443. 

 
The framework is validated through standards mapping, architectural analysis, and compliance assessment to 

evaluate its completeness, interoperability, governance coverage, and applicability within industrial 

environments. The validation demonstrates that systematic alignment between AI technologies and 
internationally recognized cybersecurity standards enhances organizational governance, strengthens cyber 

resilience, improves transparency and accountability, and facilitates regulatory compliance. Furthermore, the 

framework supports responsible AI adoption by integrating continuous model monitoring, human oversight, 
explainability, and lifecycle management into cybersecurity operations. 

 

The study contributes to both cybersecurity governance research and industrial practice by providing a practical 
implementation roadmap that enables organizations to deploy AI-enabled cybersecurity solutions while 

maintaining alignment with established international standards. The proposed governance framework offers a 

scalable foundation for developing trustworthy, resilient, and standards-compliant AI-driven cybersecurity 
systems capable of protecting critical infrastructure against increasingly sophisticated cyber threats. 

 

Keywords: Artificial Intelligence, Cybersecurity Governance, NIST Cybersecurity Framework 2.0, IEC 62443, 
Critical Infrastructure, Explainable Artificial Intelligence, AI Governance, Operational Technology, Industrial 

Control Systems, Compliance, Cyber Resilience 
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INTRODUCTION 
Background 

Artificial Intelligence (AI) has emerged as one 

of the most transformative technologies influencing the 

future of cybersecurity. The rapid growth of digital 

transformation, cloud computing, Industrial Internet of 

Things (IIoT), edge computing, and cyber-physical 

systems has significantly increased the complexity of 

modern cyber threats, making traditional security 

approaches increasingly inadequate for protecting 

critical infrastructure. Consequently, organizations are 

adopting AI-driven cybersecurity solutions capable of 

providing intelligent threat detection, behavioural 

analytics, predictive risk assessment, automated incident 

response, and continuous monitoring (Goodfellow et al., 

2016; LeCun et al., 2015). 

 

Critical infrastructure sectors—including oil 

and gas, electric power, manufacturing, healthcare, 
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transportation, telecommunications, and water 

treatment—have become particularly dependent on 

interconnected Information Technology (IT) and 

Operational Technology (OT) environments. These 

sectors increasingly rely on Industrial Control Systems 

(ICS), Supervisory Control and Data Acquisition 

(SCADA) systems, Programmable Logic Controllers 

(PLCs), Distributed Control Systems (DCS), and 

Industrial Internet of Things (IIoT) devices to manage 

essential operational processes. While this digital 

convergence has improved operational efficiency and 

decision-making, it has simultaneously expanded the 

cyberattack surface and increased organizational 

exposure to sophisticated cyber threats (Knowles et al., 

2015). 

 

Recent cyber incidents—including the Colonial 

Pipeline ransomware attack, the Triton malware 

targeting industrial safety systems, and attacks against 

electrical transmission infrastructure—have 

demonstrated that cyberattacks targeting industrial 

environments can disrupt critical services, threaten 

public safety, and generate significant economic losses 

(Cybersecurity and Infrastructure Security Agency 

[CISA], 2022). These events have reinforced the 

importance of integrating advanced cybersecurity 

technologies capable of responding rapidly to evolving 

threat landscapes. 

 

Artificial Intelligence has become central to this 

transformation. Machine learning and deep learning 

algorithms enable cybersecurity systems to analyse large 

volumes of network traffic, detect anomalous 

behaviours, identify previously unseen attack patterns, 

and support automated security operations. More 

recently, Explainable Artificial Intelligence (XAI), 

predictive analytics, and Large Language Models 

(LLMs) have further expanded AI's role in threat 

intelligence, incident response, and cybersecurity 

decision support. Nevertheless, as AI becomes 

increasingly embedded within cybersecurity operations, 

organizations must also address governance issues 

relating to transparency, accountability, reliability, 

model lifecycle management, and regulatory compliance 

(National Institute of Standards and Technology [NIST], 

2024). 

 

Problem Statement 

Although AI has significantly enhanced 

cybersecurity capabilities, its rapid adoption has exposed 

a critical governance gap. Most organizations have 

concentrated on improving AI model performance, 

detection accuracy, and automation while giving 

comparatively less attention to the governance structures 

necessary to ensure trustworthy, explainable, and 

standards-compliant AI deployment. 

 

The NIST Cybersecurity Framework (CSF) 

2.0 provides a comprehensive approach to enterprise 

cybersecurity through its six core functions—Govern, 

Identify, Protect, Detect, Respond, and Recover—

while emphasizing organizational governance, risk 

management, and continuous improvement (NIST, 

2024). Similarly, the IEC 62443 series establishes 

internationally recognized requirements for securing 

Industrial Automation and Control Systems (IACS) 

through defence-in-depth strategies, secure system 

development, network segmentation, and lifecycle 

security management (International Electrotechnical 

Commission [IEC], 2018). 

 

Despite their widespread adoption, neither 

framework provides comprehensive implementation 

guidance for governing Artificial Intelligence throughout 

its lifecycle. Issues such as AI model validation, 

explainability, human oversight, algorithmic 

accountability, model retraining, data governance, and 

AI risk management remain only partially addressed 

within existing cybersecurity standards. As organizations 

increasingly deploy AI-enabled cybersecurity systems, 

the absence of structured governance creates uncertainty 

regarding regulatory compliance, operational 

accountability, and long-term system trustworthiness. 

 

These challenges are particularly significant 

within critical infrastructure environments where 

cybersecurity decisions may directly influence 

operational continuity, industrial safety, environmental 

protection, and national security. Consequently, there is 

a need for a governance framework that systematically 

aligns AI-driven cybersecurity capabilities with 

internationally recognized cybersecurity standards while 

supporting responsible AI deployment and 

organizational resilience. 

 

Aim of the Study 

The primary aim of this study is to develop and 

validate a governance framework that aligns Artificial 

Intelligence–driven cybersecurity with the NIST 

Cybersecurity Framework 2.0 and IEC 62443 to support 

secure, transparent, explainable, and standards-

compliant cybersecurity operations within critical 

infrastructure environments. 

 

Research Objectives 

This study is guided by the following objectives: 

• To examine the governance challenges associated 

with deploying Artificial Intelligence in 

cybersecurity for critical infrastructure. 

• To analyse the applicability of the NIST 

Cybersecurity Framework 2.0 and IEC 62443 to AI-

enabled cybersecurity systems. 

• To develop an integrated governance framework 

that aligns AI lifecycle management with 

internationally recognized cybersecurity standards. 

• To validate the proposed governance framework 

through standards mapping, architectural 

assessment, and compliance analysis. 

• To evaluate the framework's contribution to 

improving AI governance, cybersecurity resilience, 
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regulatory compliance, transparency, and 

organizational trust. 

 

Research Questions 

This study seeks to answer the following research 

questions: 

• How can Artificial Intelligence–driven 

cybersecurity be systematically aligned with NIST 

CSF 2.0 and IEC 62443 within critical infrastructure 

environments? 

• What governance mechanisms are required to ensure 

trustworthy, transparent, and accountable AI-

assisted cybersecurity operations? 

• How does integrating AI lifecycle management with 

established cybersecurity standards improve 

organizational cyber resilience? 

• What role does Explainable Artificial Intelligence 

play in supporting regulatory compliance and 

analyst trust? 

• How can organizations implement AI-enabled 

cybersecurity while maintaining continuous 

compliance with evolving international 

cybersecurity standards? 

 

Research Contributions 

This study makes several important 

contributions to cybersecurity governance and Artificial 

Intelligence research. 

 

First, it proposes a comprehensive governance 

framework that explicitly aligns AI-enabled 

cybersecurity capabilities with both the NIST 

Cybersecurity Framework 2.0 and the IEC 62443 

series, providing structured guidance for organizations 

responsible for protecting critical infrastructure. 

 

Second, the study introduces an AI lifecycle 

governance model that integrates data governance, 

model development, validation, deployment, monitoring, 

explainability, retraining, human oversight, and 

continuous improvement into cybersecurity operations. 

 

Third, the proposed framework incorporates 

Explainable Artificial Intelligence (XAI) as a 

governance mechanism to improve transparency, 

accountability, regulatory compliance, and analyst 

confidence in AI-assisted cybersecurity decisions. 

 

Fourth, the research extends the application of 

Design Science Research (DSR) by demonstrating how 

governance-oriented cybersecurity artefacts can bridge 

the gap between emerging AI technologies and 

internationally recognized cybersecurity standards. 

 

Finally, the study provides critical 

infrastructure organizations with a practical 

implementation roadmap for deploying AI-enabled 

cybersecurity systems while maintaining compliance 

with established governance frameworks and 

strengthening organizational cyber resilience. 

Organization of the Paper 

The remainder of this paper is organized as 

follows. Section 2 critically reviews the literature on 

Artificial Intelligence in cybersecurity, cybersecurity 

governance, NIST Cybersecurity Framework 2.0, IEC 

62443, AI governance, Explainable Artificial 

Intelligence, and regulatory compliance, identifying the 

research gap addressed by this study. Section 3 describes 

the Design Science Research methodology adopted to 

develop the proposed governance framework. Section 4 

presents the AI Governance Framework and explains its 

alignment with NIST CSF 2.0 and IEC 62443. Section 5 

evaluates the framework through standards mapping, 

compliance assessment, and architectural validation. 

Section 6 discusses the theoretical and practical 

implications of the proposed governance framework for 

critical infrastructure protection. Finally, Section 7 

concludes the paper by summarizing the principal 

findings, highlighting the research contributions, 

providing recommendations for industry and 

policymakers, and identifying opportunities for future 

research. 

 

LITERATURE REVIEW 
Artificial Intelligence (AI) has become a 

cornerstone of contemporary cybersecurity by enabling 

organizations to detect sophisticated cyber threats, 

automate security operations, and improve decision-

making through predictive analytics. Over the past 

decade, advances in machine learning, deep learning, and 

intelligent automation have significantly enhanced the 

ability of cybersecurity systems to analyse complex 

network behaviours and identify emerging attack 

patterns. As a result, AI has become increasingly 

integrated into Security Operations Centres (SOCs), 

Security Information and Event Management (SIEM) 

platforms, Security Orchestration, Automation and 

Response (SOAR) technologies, and Industrial Control 

Systems (ICS) responsible for protecting critical 

infrastructure (Goodfellow et al., 2016; LeCun et al., 

2015). 

 

Despite these technological advances, the rapid 

adoption of AI has introduced new governance 

challenges concerning transparency, accountability, 

explainability, cybersecurity risk management, 

regulatory compliance, and lifecycle governance. 

Existing cybersecurity standards—including the 

National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF 2.0) and the IEC 

62443 series—provide comprehensive guidance for 

managing cybersecurity risk but offer comparatively 

limited guidance regarding the governance of AI-enabled 

cybersecurity systems. Consequently, organizations 

increasingly face the challenge of integrating intelligent 

cybersecurity technologies while maintaining 

compliance with internationally recognized standards. 

 

This literature review critically examines the 

current state of research on AI-enabled cybersecurity, 
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cybersecurity governance, international cybersecurity 

standards, Explainable Artificial Intelligence (XAI), AI 

governance frameworks, and governance challenges 

affecting critical infrastructure. The review concludes by 

identifying the research gap addressed by the proposed 

governance framework. 

 

Artificial Intelligence in Cybersecurity 

Artificial Intelligence has fundamentally 

transformed cybersecurity from a reactive discipline into 

a proactive and adaptive capability. Traditional 

cybersecurity solutions primarily relied on signature 

databases and manually defined detection rules to 

identify known attacks. Although effective against 

previously documented threats, these approaches 

perform poorly against zero-day exploits, advanced 

persistent threats (APTs), polymorphic malware, and 

sophisticated insider attacks that continually evolve 

beyond predefined signatures (Sommer & Paxson, 

2010). 

 

Machine learning algorithms have addressed 

many of these limitations by enabling cybersecurity 

systems to learn behavioural patterns directly from 

network traffic, endpoint activity, and system logs. 

Supervised learning techniques—including Random 

Forest, Support Vector Machine (SVM), and Extreme 

Gradient Boosting (XGBoost)—have demonstrated 

strong classification performance for structured 

cybersecurity datasets, while unsupervised learning 

techniques support anomaly detection in environments 

where labelled data are unavailable (Buczak & Guven, 

2016). 

 

Deep learning has further advanced intrusion 

detection by automatically extracting hierarchical 

representations of cybersecurity data. Convolutional 

Neural Networks (CNNs), Long Short-Term Memory 

(LSTM) networks, and Transformer architectures have 

demonstrated superior performance in modelling spatial, 

temporal, and contextual characteristics of cyberattacks 

(Vaswani et al., 2017). More recently, generative AI and 

Large Language Models (LLMs) have been applied to 

threat intelligence, malware analysis, automated incident 

reporting, vulnerability management, and cybersecurity 

decision support. 

 

Although these technologies substantially 

improve cybersecurity capabilities, their increasing 

autonomy introduces governance concerns regarding 

transparency, reliability, bias, explainability, 

accountability, and organizational oversight. 

Consequently, AI performance alone is no longer 

sufficient; organizations must also ensure that AI 

systems operate within clearly defined governance 

frameworks that support organizational objectives and 

regulatory requirements. 

 

 

 

Cybersecurity Governance 

Cybersecurity governance refers to the strategic 

processes through which organizations establish policies, 

responsibilities, accountability mechanisms, and 

decision-making structures to manage cybersecurity 

risks while supporting business objectives. Effective 

governance extends beyond technical controls by 

integrating cybersecurity into enterprise risk 

management, organizational leadership, regulatory 

compliance, and continuous improvement. 

 

According to the National Institute of Standards 

and Technology (2024), cybersecurity governance 

should enable organizations to identify cybersecurity 

risks, establish governance responsibilities, allocate 

resources appropriately, monitor organizational 

performance, and continually improve cybersecurity 

capabilities. Governance therefore provides the 

organizational foundation upon which technical 

cybersecurity controls operate. 

 

Within critical infrastructure sectors, 

cybersecurity governance is particularly important 

because failures may affect operational continuity, public 

safety, environmental protection, and national security. 

Consequently, governance frameworks increasingly 

emphasize resilience, organizational accountability, 

stakeholder engagement, and lifecycle risk management 

rather than solely focusing on technical security controls. 

 

The emergence of AI-driven cybersecurity 

significantly expands governance responsibilities. 

Organizations must now govern not only cybersecurity 

infrastructure but also AI models, training data, model 

updates, decision transparency, algorithmic bias, human 

oversight, and continuous validation. These additional 

governance requirements are not comprehensively 

addressed within traditional cybersecurity governance 

frameworks. 

 

The NIST Cybersecurity Framework 2.0 

The National Institute of Standards and 

Technology introduced the Cybersecurity Framework 

(CSF) to provide organizations with a flexible risk-based 

approach for managing cybersecurity. The release of 

NIST CSF 2.0 represents a significant evolution by 

expanding governance responsibilities and introducing 

the Govern function as a core component of enterprise 

cybersecurity management (National Institute of 

Standards and Technology [NIST], 2024). 

 

The framework now comprises six integrated functions: 

• Govern 

• Identify 

• Protect 

• Detect 

• Respond 

• Recover 
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The newly introduced Govern function 

recognizes that cybersecurity requires executive 

leadership, organizational accountability, risk 

management, policy development, and continuous 

oversight. This enhancement aligns closely with the 

governance requirements associated with Artificial 

Intelligence. 

 

NIST CSF 2.0 also promotes continuous risk 

assessment, asset management, supply chain security, 

incident response planning, resilience, and 

organizational learning. However, while the framework 

acknowledges emerging technologies, it provides only 

limited guidance regarding AI lifecycle governance, 

explainability, continuous model monitoring, and 

algorithmic accountability. 

 

As AI adoption continues to accelerate, 

extending NIST CSF 2.0 to incorporate structured AI 

governance mechanisms has become an important 

research priority. 

 

 
Figure 1: NIST Cybersecurity Framework (CSF) 2.0: Six integrated cybersecurity functions. 

 

Note. Figure 1 illustrates the six integrated functions of 

the National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF) 2.0, which 

provide a comprehensive and risk-based approach for 

managing organizational cybersecurity. At the centre of 

the framework is cybersecurity risk management, 

supported by six interdependent functions: Govern, 

Identify, Protect, Detect, Respond, and Recover. The 

Govern function establishes organizational oversight 

through cybersecurity strategy, policies, roles, 

responsibilities, risk management, and performance 

monitoring. Identify focuses on understanding the 

organizational environment, critical assets, business 

context, and cybersecurity risks to support informed 
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decision-making. Protect encompasses the 

implementation of safeguards, including identity and 

access management, data security, awareness and 

training, protective technologies, and maintenance 

activities to ensure the resilience of critical services. 

 

The Detect function enables the timely 

identification of cybersecurity events through continuous 

monitoring, anomaly detection, and detection processes. 

Respond defines the activities required to contain, 

analyse, communicate, and mitigate detected 

cybersecurity incidents, while Recover emphasizes 

restoring affected systems and services, strengthening 

resilience, and incorporating lessons learned into future 

security improvements. Collectively, these six functions 

establish a continuous cybersecurity lifecycle that 

enables organizations to proactively manage cyber risks, 

improve operational resilience, and support continuous 

improvement. 

 

The framework also highlights several cross-

cutting principles—including human-centred design, 

cybersecurity risk management, supply chain risk 

management, performance measurement, and continuous 

improvement—that underpin effective cybersecurity 

governance. In the context of this study, the NIST CSF 

2.0 provides the primary governance foundation for 

aligning Artificial Intelligence (AI)-driven cybersecurity 

capabilities with internationally recognized risk 

management practices. The proposed governance 

framework extends these functions by integrating AI 

lifecycle management, Explainable Artificial 

Intelligence (XAI), model governance, human oversight, 

and continuous monitoring to support trustworthy and 

standards-compliant AI deployment within critical 

infrastructure environments. 

 

Source. Adapted from Cybersecurity Framework (CSF) 

2.0 by the National Institute of Standards and 

Technology (NIST, 2024), U.S. Department of 

Commerce (https://www.nist.gov/cyberframework). 

Adapted with modifications by the author (2026). 

IEC 62443 and Industrial Cybersecurity 

Unlike NIST CSF 2.0, which applies broadly 

across organizational sectors, the IEC 62443 series 

specifically addresses cybersecurity within Industrial 

Automation and Control Systems (IACS). Developed by 

the International Electrotechnical Commission, IEC 

62443 provides comprehensive technical and 

organizational requirements for securing industrial 

environments through defence-in-depth strategies and 

lifecycle security management (International 

Electrotechnical Commission [IEC], 2018). 

 

The standard emphasizes several key principles, 

including: 

• Secure system design 

• Network segmentation 

• Secure communication 

• Identity and access management 

• Security lifecycle management 

• Continuous monitoring 

• Risk assessment 

 

IEC 62443 has become one of the most widely 

adopted standards for protecting Operational 

Technology environments within sectors such as oil and 

gas, manufacturing, power generation, and 

transportation. 

 

Nevertheless, the standard was developed 

before widespread adoption of AI-enabled cybersecurity. 

Consequently, it contains limited guidance regarding AI 

model governance, explainability, algorithm validation, 

autonomous decision-making, or continuous AI lifecycle 

management. 

 

The increasing integration of AI into industrial 

cybersecurity therefore creates an important opportunity 

to extend IEC 62443 principles through AI-specific 

governance mechanisms. 

 

https://www.nist.gov/cyberframework
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Figure 2: IEC 62443 and Industrial Cybersecurity: Key Principles for Securing Industrial Automation and Control 

Systems (IACS). 

 

Note. Figure 2 illustrates the fundamental cybersecurity 

principles defined in the IEC 62443 series for securing 

Industrial Automation and Control Systems (IACS). The 

framework adopts a defence-in-depth approach that 

integrates multiple layers of technical and organizational 

security controls throughout the system lifecycle. At the 

core of the framework is the objective of protecting the 

confidentiality, integrity, availability, and safety of 

industrial systems while ensuring resilient and secure 

operations. 

 

The framework emphasizes seven interrelated 

principles. Secure system design ensures that 

cybersecurity requirements are incorporated during 

system development through secure-by-design practices, 

secure configurations, and attack surface reduction. 

Network segmentation divides industrial networks into 

secure zones and conduits to restrict unauthorized lateral 

movement and contain cyber incidents. Secure 

communication protects data transmitted between 

industrial devices through encryption, authentication, 

integrity verification, and protocol hardening. Identity 

and access management ensures that only authorized 

users, devices, and applications can access critical assets 

by implementing strong authentication, role-based 

access control, least-privilege principles, and account 

management. Security lifecycle management integrates 

cybersecurity throughout the entire lifecycle of industrial 

systems, including planning, implementation, operation, 

maintenance, patch management, and secure 

decommissioning. Continuous monitoring provides 

ongoing visibility into network activities through 

logging, anomaly detection, auditing, and real-time 

security monitoring, enabling organizations to identify 

and respond rapidly to emerging threats. Finally, risk 

assessment supports continuous identification, analysis, 

evaluation, and treatment of cybersecurity risks to ensure 

that security controls remain effective as threats evolve. 

 

The foundation principles illustrated at the 

bottom of the figure—defence-in-depth, security by 

design, least privilege, and continuous 

improvement—provide the strategic basis for 

implementing the seven cybersecurity principles and 

strengthening organizational resilience. Within the 

context of this study, IEC 62443 serves as the industrial 

cybersecurity foundation for aligning Artificial 

Intelligence (AI)-driven cybersecurity capabilities with 
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internationally recognized standards. The proposed 

governance framework extends these principles by 

incorporating AI lifecycle governance, Explainable 

Artificial Intelligence (XAI), continuous model 

monitoring, human oversight, and standards-based 

compliance to support trustworthy and secure AI 

deployment within critical infrastructure environments. 

 

Source. Adapted from IEC 62443: Industrial 

communication networks—Network and system security 

by the International Electrotechnical Commission (IEC, 

2018). Adapted with modifications by the author (2026). 

 

Explainable Artificial Intelligence and AI 

Governance 

One of the principal criticisms of Artificial 

Intelligence involves its lack of interpretability. Many 

machine learning and deep learning models operate as 

"black-box" systems whose internal reasoning is difficult 

for cybersecurity professionals to understand. 

 

Explainable Artificial Intelligence (XAI) seeks 

to overcome this limitation by providing interpretable 

explanations of AI-generated decisions. Methods such as 

SHapley Additive exPlanations (SHAP) and Local 

Interpretable Model-Agnostic Explanations (LIME) 

identify the features contributing most strongly to 

individual predictions, thereby improving transparency 

and supporting human oversight (Lundberg & Lee, 

2017). 

 

Within cybersecurity, explainability serves 

several important governance functions. 

First, it enables analysts to understand why AI 

systems classify specific events as malicious or benign. 

 

Second, it supports regulatory compliance by 

providing interpretable evidence for AI-assisted 

decisions. 

 

Third, explainability increases organizational 

trust, facilitating wider adoption of AI-enabled 

cybersecurity systems. 

 

Beyond explainability, AI governance also 

encompasses data governance, ethical AI principles, 

model validation, lifecycle management, continuous 

monitoring, bias mitigation, auditability, and 

accountability. These governance mechanisms have 

become increasingly important as organizations deploy 

AI systems within safety-critical environments where 

automated decisions may directly affect operational 

continuity and human safety. 

 

AI Governance for Critical Infrastructure 

Critical infrastructure organizations operate 

highly interconnected cyber-physical environments 

where cybersecurity failures may produce cascading 

consequences extending beyond digital systems. 

Consequently, AI deployment within these environments 

requires stronger governance than conventional 

enterprise information systems. 

 

Several international organizations, including 

NIST, the Organisation for Economic Co-operation and 

Development (OECD), and the International 

Organization for Standardization (ISO), have 

emphasized principles such as transparency, fairness, 

accountability, robustness, human oversight, and risk 

management as essential components of trustworthy AI. 

 

However, these AI governance principles often 

exist independently of cybersecurity governance 

standards. Organizations therefore face the challenge of 

simultaneously complying with cybersecurity 

frameworks and emerging AI governance requirements. 

 

Integrating these complementary governance 

approaches represents an important step toward 

establishing trustworthy AI-enabled cybersecurity 

systems capable of supporting resilient industrial 

operations. 

 

Research Gap 

The literature demonstrates substantial progress 

in AI-enabled cybersecurity, cybersecurity governance, 

and industrial cybersecurity standards. Nevertheless, 

several significant research gaps remain. 

 

First, existing research primarily emphasizes 

improving AI performance through enhanced detection 

algorithms, while comparatively limited attention has 

been devoted to governance mechanisms supporting 

trustworthy AI deployment. 

 

Second, although NIST CSF 2.0 and IEC 62443 

provide comprehensive cybersecurity guidance, neither 

framework explicitly defines how AI lifecycle 

management, explainability, model validation, 

continuous monitoring, and human oversight should be 

integrated into cybersecurity operations. 

 

Third, existing AI governance frameworks 

generally address ethical or organizational principles 

without providing implementation guidance aligned with 

internationally recognized cybersecurity standards. 

 

Finally, relatively few studies propose 

integrated governance architectures that systematically 

align Artificial Intelligence, cybersecurity governance, 

NIST CSF 2.0, IEC 62443, and critical infrastructure 

protection within a unified framework. 

 

To address these limitations, this study proposes 

a governance framework that integrates AI lifecycle 

governance with NIST CSF 2.0 and IEC 62443, 

providing organizations with a structured approach for 

implementing trustworthy, transparent, and standards-

compliant AI-driven cybersecurity. 
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Summary 

This chapter reviewed the literature on 

Artificial Intelligence in cybersecurity, cybersecurity 

governance, NIST CSF 2.0, IEC 62443, Explainable 

Artificial Intelligence, and AI governance for critical 

infrastructure. The review demonstrates that although AI 

has significantly improved cybersecurity capabilities, 

governance mechanisms have not evolved at the same 

pace as technological innovation. Current standards 

provide robust guidance for cybersecurity management 

but offer limited direction for governing AI-enabled 

security systems throughout their lifecycle. The 

identified research gaps establish the theoretical 

foundation for the governance framework proposed in 

this study. The following section presents the Design 

Science Research methodology adopted to develop, 

implement, and validate the proposed AI governance 

framework aligned with NIST CSF 2.0 and IEC 62443. 

 

RESEARCH METHODOLOGY 
This study adopted a Design Science Research 

(DSR) methodology to develop and validate a 

governance framework for aligning Artificial 

Intelligence (AI)-driven cybersecurity with the National 

Institute of Standards and Technology Cybersecurity 

Framework (NIST CSF) 2.0 and the IEC 62443 series for 

Industrial Automation and Control Systems (IACS). 

Design Science Research is particularly appropriate 

because the primary objective of this research is not 

merely to explain an existing phenomenon but to design, 

develop, and evaluate a practical governance artefact 

capable of addressing an identified organizational 

problem (Hevner et al., 2004; Peffers et al., 2007). 

 

The identified problem concerns the absence of 

a structured governance model that enables organizations 

to deploy AI-enabled cybersecurity solutions while 

maintaining alignment with internationally recognized 

cybersecurity standards. Although AI technologies have 

significantly enhanced cyber defence capabilities, 

current governance frameworks provide limited 

implementation guidance regarding AI lifecycle 

management, explainability, accountability, and 

continuous compliance. Accordingly, this study 

develops a governance framework that integrates AI 

governance principles with established cybersecurity 

standards to improve transparency, resilience, and 

regulatory compliance within critical infrastructure 

environments. 

 

The Design Science Research methodology 

enables iterative development, refinement, and 

validation of the proposed framework through systematic 

problem identification, objective definition, framework 

design, demonstration, evaluation, and communication. 

This structured methodology ensures that the resulting 

governance framework is both theoretically grounded 

and practically applicable. 

 

Research Design 

The research followed the Design Science 

Research process proposed by Peffers et al. (2007), 

consisting of six iterative stages that collectively guided 

the development and validation of the proposed 

governance framework. 

 

The six Design Science Research stages include: 

1. Problem identification and motivation. 

2. Definition of governance objectives. 

3. Framework design and development. 

4. Demonstration of the framework. 

5. Evaluation and validation. 

6. Communication of research outcomes. 

 

This iterative design process ensured 

continuous refinement of the governance framework 

while maintaining alignment with both theoretical 

foundations and practical cybersecurity requirements. 
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Figure 3: Design Science Research (DSR) process for developing the AI governance framework. 

 

Note. Figure 3 illustrates the Design Science Research 

(DSR) methodology adopted to develop and validate the 

proposed Artificial Intelligence (AI) Governance 

Framework for aligning AI-driven cybersecurity with the 

National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF) 2.0 and IEC 

62443. The methodology follows six iterative stages that 

collectively guide the systematic design, 

implementation, evaluation, and communication of the 

governance framework. 

 

The process begins with Problem 

Identification and Motivation, where governance 

challenges associated with deploying AI-enabled 

cybersecurity within critical infrastructure are identified 

through literature review, cybersecurity standards 

analysis, and industry needs assessment. The second 

stage, Definition of Governance Objectives, 

establishes the functional and governance requirements 

necessary to address the identified challenges, including 

standards compliance, AI transparency, lifecycle 

management, and organizational resilience. The third 

stage, Framework Design and Development, involves 

constructing the proposed governance architecture by 

integrating AI governance principles with the six 

functions of NIST CSF 2.0 and the defence-in-depth 

concepts of IEC 62443. 

 

During the fourth stage, Demonstration of the 

Framework, the proposed governance model is applied 

to representative critical infrastructure cybersecurity 

scenarios to illustrate how AI governance processes 

support secure deployment, operational decision-

making, and standards compliance. The fifth stage, 

Evaluation and Validation, assesses the framework 

through standards mapping, expert review, architectural 

validation, and compliance assessment to determine its 

completeness, applicability, consistency, and alignment 

with internationally recognized cybersecurity standards. 

Finally, the Communication of Research Outcomes 

stage disseminates the research findings, governance 

framework, and implementation recommendations to 

academic, industrial, and professional communities. 

 

The iterative feedback mechanism shown at the 

bottom of the figure emphasizes that Design Science 

Research is a cyclical process in which insights obtained 

during evaluation continuously inform the refinement 

and improvement of the proposed governance 

framework. This iterative approach enhances the 

framework's rigor, practical applicability, and 

adaptability to evolving Artificial Intelligence 

technologies, cybersecurity threats, and regulatory 

requirements. Within the context of this study, the DSR 

methodology provides a structured and scientifically 

rigorous foundation for developing a governance 

framework that supports trustworthy, transparent, 

resilient, and standards-compliant AI-driven 

cybersecurity for critical infrastructure. 

 

Source. Adapted from Hevner et al. and Peffers et al.. 

Adapted with modifications by the author (2026). 

 

Problem Identification and Motivation 

The first phase focused on identifying the 

governance challenges associated with AI-enabled 

cybersecurity within critical infrastructure. A 

comprehensive review of peer-reviewed literature, 

international cybersecurity standards, government 

publications, and industry best practices was undertaken 

to examine existing approaches to AI governance and 

cybersecurity risk management. 
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The review identified several recurring challenges: 

• Limited guidance for AI lifecycle governance. 

• Lack of standardized AI governance mechanisms. 

• Insufficient integration between AI technologies and 

cybersecurity standards. 

• Limited support for explainability and transparency. 

• Absence of structured compliance mapping between 

AI systems and industrial cybersecurity standards. 

• Increasing organizational demand for trustworthy 

AI deployment. 

 

These findings established the need for a 

governance framework capable of integrating AI 

technologies with internationally recognized 

cybersecurity standards. 

 

Definition of Governance Objectives 

Following problem identification, governance 

objectives were established to guide framework 

development. 

 

The proposed framework was designed to achieve the 

following objectives: 

1. Align AI cybersecurity capabilities with NIST CSF 

2.0. 

2. Integrate AI governance with IEC 62443 security 

lifecycle principles. 

3. Improve AI transparency through Explainable 

Artificial Intelligence (XAI). 

4. Support continuous AI lifecycle management. 

5. Enhance organizational cybersecurity governance. 

6. Facilitate regulatory compliance. 

7. Improve cyber resilience within industrial 

environments. 

These objectives were derived directly from the 

identified research gap and existing cybersecurity 

governance requirements. 

 

Framework Design and Development 

The third phase involved designing the proposed 

governance framework. 

 

Framework development combined principles from 

multiple domains: 

1. Artificial Intelligence Governance 

2. Cybersecurity Governance 

3. NIST Cybersecurity Framework 2.0 

4. IEC 62443 

5. Explainable Artificial Intelligence (XAI) 

6. AI Lifecycle Management 

7. Risk Management 

8. Security Operations 

 

The framework architecture consists of eight 

interconnected governance layers: 

1. Governance and Organizational Oversight 

2. AI Risk Management 

3. AI Lifecycle Management 

4. AI Security Controls 

5. Explainable AI and Human Oversight 

6. Compliance and Standards Alignment 

7. Continuous Monitoring 

8. Continuous Improvement 

 

Each layer supports one or more NIST CSF 

functions while simultaneously satisfying relevant IEC 

62443 requirements. 
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Figure 4: Proposed AI Governance Framework Architecture. 

 

Note. Figure 4 presents the proposed Artificial 

Intelligence (AI) Governance Framework 

Architecture developed to align AI-driven cybersecurity 

with the National Institute of Standards and 

Technology Cybersecurity Framework (NIST CSF) 

2.0 and the IEC 62443 series for Industrial Automation 

and Control Systems (IACS). The framework adopts a 

layered governance architecture consisting of eight 

integrated governance layers that collectively support 

the secure, transparent, and standards-compliant 

deployment of AI-enabled cybersecurity within critical 

infrastructure environments. 

 

The framework begins with multiple 

organizational inputs and sources, including business 

objectives, regulatory requirements, threat intelligence, 

organizational assets, Operational Technology (OT) and 

Information Technology (IT) environments, and 

stakeholder expectations. These inputs inform the first 

governance layer, Governance and Organizational 

Oversight, which establishes governance structures, 

organizational roles, policies, leadership responsibilities, 

and strategic accountability. The second layer, AI Risk 

Management, identifies, evaluates, and mitigates AI-

specific cybersecurity risks through structured risk 

assessment and treatment processes. The third layer, AI 

Lifecycle Management, governs the development, 

validation, deployment, monitoring, updating, and 

retirement of AI models to ensure their continued 

reliability and effectiveness. 

 

The fourth layer, AI Security Controls, 

incorporates secure development practices, adversarial 

robustness, infrastructure protection, and access control 

mechanisms to strengthen the security of AI systems. 

The fifth layer, Explainable Artificial Intelligence 

(XAI) and Human Oversight, promotes transparency 

by integrating model explainability, human-in-the-loop 

decision-making, fairness, and ethical AI principles into 

cybersecurity operations. The sixth layer, Compliance 

and Standards Alignment, maps governance activities 

to the six core functions of NIST CSF 2.0—Govern, 

Identify, Protect, Detect, Respond, and Recover—

while simultaneously aligning with the security lifecycle 

requirements of IEC 62443. The seventh layer, 

Continuous Monitoring, provides ongoing assessment 

of AI model performance, security events, telemetry, and 

operational anomalies to support timely detection of 

emerging risks. Finally, the eighth layer, Continuous 

Improvement, incorporates organizational feedback, 

performance metrics, audit findings, and lessons learned 

to promote governance maturity and continuous 

enhancement of AI-enabled cybersecurity. 

 

The architecture is further supported by a set of 

cross-cutting foundational enablers, including data 

governance and quality, identity and access 

management, privacy and ethics by design, security 

awareness and training, third-party and supply chain 

security, documentation and knowledge management, 

and change and configuration management. These 

foundational capabilities strengthen governance across 



 
 Awurum, N. P.; Ind J Econ Bus Manag; Vol-6, Iss-4 (Jul.-Aug, 2026): 74-103. 

 

*Corresponding Author: Nonye Peter Awurum 86 

 

all layers of the framework and ensure consistency 

throughout the AI lifecycle. 

 

The expected outcomes of the proposed 

architecture include trustworthy AI deployment, 

enhanced cyber resilience, improved standards 

compliance and audit readiness, strengthened risk 

management, operational continuity and safety, and 

sustainable AI-driven cybersecurity operations. By 

integrating internationally recognized cybersecurity 

standards with AI governance principles, the framework 

provides organizations operating critical infrastructure 

with a comprehensive roadmap for deploying AI-enabled 

cybersecurity systems that are transparent, accountable, 

resilient, and compliant with evolving regulatory and 

industry requirements. 

 

Source. Developed by the author (2026), based on the 

National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF) 2.0 (National 

Institute of Standards and Technology, 2024), the IEC 

62443 series (International Electrotechnical 

Commission, 2018), and established principles of 

Artificial Intelligence governance and lifecycle 

management. 

 

Framework Demonstration 

The demonstration phase illustrates how the 

proposed governance framework operates within an AI-

enabled cybersecurity environment protecting industrial 

critical infrastructure. 

 

The demonstration considers a representative 

Security Operations Centre (SOC) responsible for 

monitoring an oil and gas production facility. AI models 

continuously analyse network traffic, endpoint activities, 

Industrial Control System communications, Security 

Information and Event Management (SIEM) events, and 

Operational Technology telemetry. 

 

The governance framework supervises AI deployment 

through: 

• AI model validation. 

• Risk assessment. 

• Explainability analysis. 

• Human oversight. 

• Compliance monitoring. 

• Continuous performance evaluation. 

 

This demonstration illustrates how governance 

activities interact with operational cybersecurity 

processes throughout the AI lifecycle. 

 

Framework Validation 

The proposed governance framework was 

validated using four complementary evaluation 

approaches to assess its completeness, consistency, 

applicability, and alignment with international standards. 

 

Standards Mapping 

The first validation approach mapped 

framework components against the six NIST CSF 2.0 

functions and relevant IEC 62443 requirements. 

 

This mapping evaluated whether each 

governance component adequately supports recognized 

cybersecurity practices. 

 

Expert Assessment 

Cybersecurity professionals, AI researchers, 

and industrial cybersecurity practitioners evaluated the 

framework based on: 

• Completeness. 

• Practical applicability. 

• Governance coverage. 

• Explainability. 

• Ease of implementation. 

 

Architectural Validation 

The architectural structure was assessed to 

determine whether governance processes adequately 

support AI deployment throughout the system lifecycle. 

 

Compliance Assessment 

Finally, compliance analysis evaluated how 

effectively the framework satisfies governance 

requirements associated with AI deployment within 

critical infrastructure. 

 

Standards Mapping Method 

A structured standards mapping methodology 

was developed to systematically compare framework 

components against internationally recognized 

cybersecurity standards. 

 

Each governance component was evaluated according to 

four criteria: 

• NIST CSF alignment. 

• IEC 62443 alignment. 

• AI governance coverage. 

• Organizational applicability. 

 

Table 1 summarizes the mapping methodology. 

 

Table 1: Governance Framework Mapping Criteria 

Evaluation 

Criterion 

Assessment Focus 

NIST CSF 2.0 

Alignment 

Governance, risk 

management, detection, 

response, recovery 

IEC 62443 

Alignment 

Industrial cybersecurity 

lifecycle requirements 

AI Governance Transparency, explainability, 

accountability, lifecycle 

management 

Organizational 

Applicability 

Practical implementation 

within critical infrastructure 
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Evaluation Criteria 

The effectiveness of the governance framework was 

evaluated using qualitative assessment criteria 

commonly applied in Design Science Research. 

 

Governance Completeness 

Evaluates whether the framework addresses all major AI 

governance activities. 

 

Standards Coverage 

Measures alignment with NIST CSF 2.0 and IEC 62443. 

 

Explainability Support 

Assesses integration of Explainable Artificial 

Intelligence. 

 

Practical Applicability 

Determines whether organizations can realistically 

implement the framework. 

 

Scalability 

Evaluates adaptability across different critical 

infrastructure sectors. 

 

Maintainability 

Measures the framework's ability to support continuous 

improvement and evolving cybersecurity requirements. 

 

Ethical Considerations 

This research did not involve human 

participants, confidential organizational data, or 

operational industrial control systems. The governance 

framework was developed using publicly available 

cybersecurity standards, peer-reviewed academic 

literature, and internationally recognized best practices. 

The study adheres to principles of responsible AI, 

research integrity, transparency, reproducibility, and 

ethical cybersecurity research. 

 

Because the proposed framework supports AI-

assisted decision-making within critical infrastructure, 

ethical considerations also include explainability, human 

oversight, fairness, accountability, privacy, and 

continuous governance throughout the AI lifecycle. 

These principles are embedded within the proposed 

governance architecture to promote trustworthy and 

responsible deployment of AI-enabled cybersecurity 

systems. 

 

 
Figure 5: AI governance lifecycle model. 

Source. Developed by the author (2026), based on principles of AI lifecycle governance, NIST Cybersecurity 

Framework (CSF) 2.0, and IEC 62443. 

 

Note. Figure 5 illustrates the proposed AI Governance 

Lifecycle Model, which provides a structured approach 

for governing Artificial Intelligence systems throughout 

their entire lifecycle. The model consists of eight 

interconnected phases: Strategy and Planning, Data 

Governance and Preparation, Model Design and 

Development, Validation and Testing, Deployment 

and Integration, Operation and Monitoring, Review, 
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Audit and Compliance, and Improvement and 

Retirement. These phases are supported by continuous 

governance activities, including risk management, 

security and privacy by design, human oversight, ethics, 

transparency, documentation, change management, and 

performance measurement. The cyclical nature of the 

model promotes continuous monitoring, feedback, and 

iterative improvement, ensuring that AI systems remain 

trustworthy, secure, explainable, and aligned with 

organizational objectives and international cybersecurity 

standards such as NIST CSF 2.0 and IEC 62443 

throughout their operational lifecycle. 

 

 
Figure 6: Mapping of AI Governance Components to NIST CSF 2.0 and IEC 62443. 

 

Note. Figure 6 illustrates the alignment of the proposed 

AI Governance Framework with the National Institute of 

Standards and Technology Cybersecurity Framework 

(NIST CSF) 2.0 and the IEC 62443 series for Industrial 

Automation and Control Systems (IACS). The figure 

demonstrates how the eight governance layers—

Governance and Organizational Oversight, AI Risk 

Management, AI Lifecycle Management, AI Security 

Controls, Explainable Artificial Intelligence (XAI) and 

Human Oversight, Compliance and Standards 

Alignment, Continuous Monitoring, and Continuous 

Improvement—support the six core functions of NIST 

CSF 2.0 (Govern, Identify, Protect, Detect, Respond, and 

Recover) while simultaneously aligning with the security 

lifecycle requirements of IEC 62443. 

 

The mapping highlights the extent to which 

each governance component contributes to 

organizational cybersecurity governance, industrial 

security lifecycle management, and AI governance. It 

illustrates that governance activities are not isolated but 

operate across multiple cybersecurity functions and 

lifecycle phases to strengthen risk management, 

transparency, regulatory compliance, and operational 

resilience. The figure also identifies the key 

organizational benefits associated with each governance 

layer, including improved accountability, enhanced AI 

lifecycle management, secure AI deployment, 

explainability, standards compliance, real-time 

monitoring, and continuous governance improvement. 

 

Overall, the mapping demonstrates that 

integrating AI governance principles with internationally 

recognized cybersecurity standards provides a 

comprehensive and structured approach for 

implementing trustworthy, transparent, and resilient AI-

driven cybersecurity systems. This alignment enables 

organizations operating critical infrastructure to manage 

AI technologies throughout their lifecycle while 

maintaining compliance with recognized cybersecurity 

governance and industrial security requirements. 

 

Source. Developed by the author (2026), based on the 

National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF) 2.0 (National 

Institute of Standards and Technology, 2024) and the 

IEC 62443 series (International Electrotechnical 

Commission, 2018). 
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Figure 7: Framework validation and compliance assessment workflow. 

Source. Developed by the author (2026), based on the National Institute of Standards and Technology Cybersecurity 

Framework (NIST CSF) 2.0 (National Institute of Standards and Technology, 2024) and the IEC 62443 series 

(International Electrotechnical Commission, 2018). 

 

Note. Figure 7 illustrates the end-to-end workflow used 

to validate and assess the compliance of the proposed AI 

Governance Framework against the National Institute of 

Standards and Technology Cybersecurity Framework 

(NIST CSF) 2.0 and the IEC 62443 series for Industrial 

Automation and Control Systems (IACS). The workflow 

comprises eight sequential stages: (1) Define Validation 

Scope and Objectives, (2) Map Framework to Standards, 

(3) Develop Validation Criteria and Indicators, (4) 

Collect Evidence, (5) Assess Compliance and Maturity, 

(6) Analyze Results and Identify Gaps, (7) Recommend 

Improvements and Develop an Action Plan, and (8) 

Report, Communicate, and Continuously Improve. 

 

The validation process begins by establishing 

the scope and objectives of the assessment, followed by 

systematically mapping the framework components to 

the functions of NIST CSF 2.0 and the security lifecycle 

requirements of IEC 62443. Evidence is then gathered 

from organizational policies, technical documentation, 

implementation artefacts, expert reviews, and 

operational practices to evaluate compliance, governance 

maturity, and framework effectiveness. The results are 

analysed to identify strengths, weaknesses, and 

compliance gaps, which inform the development of 

corrective actions and continuous improvement 

initiatives. 

The workflow incorporates a continuous 

feedback loop that enables periodic reassessment and 

refinement of the governance framework in response to 

evolving cybersecurity threats, technological 

advancements, organizational requirements, and 

regulatory changes. Validation is performed across six 

key dimensions: governance, security, compliance, 

performance, transparency and ethics, and resilience, 

ensuring that the framework supports trustworthy, 

standards-aligned, and sustainable AI-driven 

cybersecurity for critical infrastructure. 

 

Section Summary 

This section described the Design Science 

Research methodology used to develop and validate the 

proposed AI governance framework. The methodology 

comprised six iterative stages, beginning with problem 

identification and concluding with framework validation 

and communication. The framework integrates AI 

governance principles with NIST CSF 2.0 and IEC 

62443 through a structured design process supported by 

standards mapping, architectural evaluation, expert 

assessment, and compliance analysis. This 

methodological approach ensures that the proposed 

framework is both theoretically rigorous and practically 

applicable for organizations operating critical 

infrastructure. The next section presents the proposed AI 
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Governance Framework in detail, describing its 

architecture, governance layers, standards alignment, 

and operational implementation. 

 

PROPOSED AI GOVERNANCE 

FRAMEWORK 
This section presents the proposed Artificial 

Intelligence (AI) Governance Framework developed to 

align AI-driven cybersecurity with the National Institute 

of Standards and Technology Cybersecurity Framework 

(NIST CSF) 2.0 and the IEC 62443 series for Industrial 

Automation and Control Systems (IACS). The 

framework addresses the governance gap identified in 

the literature by integrating AI lifecycle management, 

cybersecurity governance, risk management, 

explainability, compliance, and continuous improvement 

into a unified governance architecture. 

 

Unlike conventional cybersecurity frameworks 

that primarily focus on technical security controls, the 

proposed framework incorporates organizational 

governance, AI-specific risk management, human 

oversight, and lifecycle governance to ensure that AI-

enabled cybersecurity systems remain secure, 

transparent, accountable, and aligned with 

internationally recognized standards throughout their 

operational lifecycle. The framework is designed for 

deployment in critical infrastructure sectors such as oil 

and gas, energy, manufacturing, transportation, 

healthcare, and water utilities, where AI-assisted 

cybersecurity decisions directly affect operational 

resilience and public safety. 

 

Overview of the Proposed Framework 

The proposed AI Governance Framework 

consists of eight interconnected governance layers that 

collectively support the planning, development, 

deployment, operation, monitoring, and continuous 

improvement of AI-enabled cybersecurity systems. 

These layers are supported by cross-cutting governance 

capabilities and are mapped to the six functions of NIST 

CSF 2.0 and the security lifecycle requirements of IEC 

62443. 

 

The framework adopts a defence-in-depth 

philosophy in which governance controls operate across 

organizational, technical, operational, and compliance 

domains. Rather than treating AI governance as a 

standalone activity, the framework embeds governance 

mechanisms throughout the AI lifecycle to promote 

transparency, accountability, resilience, and regulatory 

compliance. 

 

 
Figure 8: Proposed AI Governance Framework for Critical Infrastructure 

 

Note. Figure 8 presents the proposed AI Governance 

Framework for Critical Infrastructure, a comprehensive 

governance architecture designed to support the secure, 

transparent, and standards-aligned deployment of 

Artificial Intelligence (AI) within critical infrastructure 

environments. The framework integrates eight 

interconnected governance layers: (1) Governance and 

Organizational Oversight, (2) AI Risk Management, (3) 

AI Lifecycle Management, (4) AI Security Controls, (5) 

Explainable Artificial Intelligence (XAI) and Human 

Oversight, (6) Compliance and Standards Alignment, (7) 

Continuous Monitoring, and (8) Continuous 

Improvement. Together, these layers provide a structured 

governance approach that addresses strategic oversight, 
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AI lifecycle governance, cybersecurity risk management, 

regulatory compliance, operational resilience, and 

continuous optimization. 

 

The framework is supported by cross-cutting 

governance capabilities, including data governance and 

quality, identity and access management, privacy and 

security by design, AI ethics and responsible AI, human 

oversight and accountability, security awareness and 

training, third-party and supply chain risk management, 

change and configuration management, and performance 

measurement. These foundational capabilities ensure 

that governance practices are consistently applied across 

the entire AI lifecycle. 

 

The proposed framework is explicitly aligned 

with the six core functions of the National Institute of 

Standards and Technology Cybersecurity Framework 

(NIST CSF) 2.0—Govern, Identify, Protect, Detect, 

Respond, and Recover—and the security lifecycle 

requirements of the IEC 62443 series, including 

requirements definition, secure system design, 

implementation, operation and maintenance, and secure 

decommissioning. This dual alignment enables 

organizations to integrate AI governance into existing 

enterprise and industrial cybersecurity programmes 

while maintaining compliance with internationally 

recognized standards. 

 

The continuous improvement cycle 

incorporated within the framework emphasizes 

monitoring, evaluation, learning, improvement, and 

reassessment, ensuring that AI governance evolves in 

response to changing cyber threats, technological 

advancements, regulatory developments, and 

organizational requirements. By integrating governance, 

security, compliance, and continuous learning within a 

unified architecture, the framework enhances 

trustworthy AI adoption, cyber resilience, operational 

continuity, transparency, accountability, and regulatory 

compliance across critical infrastructure sectors, 

including oil and gas, energy, manufacturing, 

transportation, healthcare, water utilities, and 

telecommunications. 

 

Source. Developed by the author (2026), based on the 

National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF) 2.0 (National 

Institute of Standards and Technology, 2024) and the 

IEC 62443 series (International Electrotechnical 

Commission, 2018). 

 

Governance Layer 1: Governance and 

Organizational Oversight 

The first layer establishes the organizational 

structures required to govern AI-enabled cybersecurity. 

Effective governance begins with clearly defined 

policies, executive sponsorship, organizational roles, 

accountability mechanisms, and strategic oversight. 

 

This layer supports the Govern function of 

NIST CSF 2.0 by ensuring that AI initiatives are aligned 

with organizational objectives, cybersecurity strategies, 

and enterprise risk management processes. Governance 

responsibilities include defining AI policies, assigning 

ownership for AI systems, establishing ethical principles, 

approving AI deployments, and monitoring 

organizational performance. 

 

Within industrial environments, executive 

oversight ensures that AI deployment supports 

operational continuity, safety requirements, and 

regulatory obligations while maintaining consistency 

with the security lifecycle principles defined in IEC 

62443. 

 

Governance Layer 2: AI Risk Management 

AI technologies introduce risks that extend 

beyond traditional cybersecurity threats, including model 

bias, adversarial manipulation, data poisoning, model 

drift, privacy violations, and unreliable automated 

decision-making. Consequently, effective AI governance 

requires dedicated mechanisms for identifying, 

assessing, and managing AI-specific risks. 

 

The AI Risk Management layer incorporates 

continuous risk identification, likelihood and impact 

assessment, mitigation planning, residual risk evaluation, 

and periodic reassessment. Risk treatment strategies 

include technical controls, governance controls, human 

oversight, and continuous monitoring. 

 

This layer directly supports the Govern, 

Identify, and Protect functions of NIST CSF 2.0 while 

complementing the risk assessment and security 

management requirements of IEC 62443. 

 

Governance Layer 3: AI Lifecycle Management 

AI systems require continuous governance 

throughout their operational lifecycle rather than only 

during initial deployment. Accordingly, the proposed 

framework introduces a comprehensive AI lifecycle 

management process comprising data acquisition, model 

development, validation, deployment, monitoring, 

retraining, maintenance, and secure retirement. 

 

Each lifecycle stage incorporates governance 

checkpoints to ensure compliance with organizational 

policies, ethical requirements, security controls, and 

regulatory obligations. Continuous lifecycle governance 

enables organizations to respond effectively to changes 

in data quality, threat intelligence, operational 

environments, and emerging cybersecurity risks. 

 

By embedding governance throughout the AI 

lifecycle, organizations can maintain model reliability, 

improve operational resilience, and reduce the likelihood 

of performance degradation over time. 
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Figure 9: AI Governance Lifecycle within the Proposed Framework 

Source. Developed by the author (2026), based on the NIST Cybersecurity Framework (CSF) 2.0 (National Institute 

of Standards and Technology, 2024) and IEC 62443 (International Electrotechnical Commission, 2018). 

 

Note. Figure 9 illustrates the AI governance lifecycle 

embedded within the proposed framework, showing how 

governance checkpoints are integrated throughout the AI 

system lifecycle, from planning and strategy to 

retirement and disposal. The lifecycle comprises eight 

sequential phases: planning and strategizing, data 

acquisition and preparation, model design and 

development, validation and verification, deployment, 

operation and monitoring, maintenance and 

improvement, and retirement. Continuous monitoring, 

governance oversight, and feedback mechanisms operate 

across all stages to ensure transparency, accountability, 

security, regulatory compliance, and continuous 

improvement. This lifecycle approach enables 

organizations to manage AI systems systematically while 

maintaining alignment with NIST CSF 2.0 and IEC 

62443 throughout the entire operational lifecycle. 

 

Governance Layer 4: AI Security Controls 

The AI Security Controls layer provides 

technical safeguards that protect AI models, supporting 

infrastructure, training data, and operational 

environments against cyber threats. Security controls are 

implemented throughout the AI lifecycle to ensure 

confidentiality, integrity, availability, and resilience. 

 

Key controls include secure software 

development practices, secure model repositories, 

adversarial robustness testing, encryption, 

authentication, identity and access management, 

vulnerability management, secure configuration 

management, and infrastructure hardening. 

 

The framework also incorporates secure-by-

design principles, ensuring that cybersecurity 

requirements are integrated during AI model 

development rather than added after deployment. 

These controls align closely with the Protect 

function of NIST CSF 2.0 and the secure development 

principles of IEC 62443. 

 

Governance Layer 5: Explainable AI and Human 

Oversight 

Trustworthy AI requires that cybersecurity 

decisions remain understandable, transparent, and 

subject to appropriate human oversight. Accordingly, the 

proposed framework integrates Explainable Artificial 

Intelligence (XAI) into operational cybersecurity 

processes. 

 

Explainability enables analysts to understand 

the factors influencing AI-generated predictions, 

improving transparency and facilitating incident 

investigation. Human oversight mechanisms ensure that 

high-risk or safety-critical decisions receive appropriate 

expert review before automated actions are executed. 
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The framework recommends integrating 

explainability techniques such as SHAP, LIME, feature 

attribution methods, confidence scoring, and decision 

traceability into AI-assisted cybersecurity systems. 

 

These mechanisms improve accountability, 

facilitate regulatory compliance, and strengthen 

organizational trust in AI-enabled cybersecurity. 

 

Governance Layer 6: Compliance and Standards 

Alignment 

A distinguishing feature of the proposed 

framework is its explicit alignment with internationally 

recognized cybersecurity standards. Each governance 

component is mapped to the six functions of NIST CSF 

2.0 and the lifecycle requirements of IEC 62443. 

 

Compliance monitoring extends beyond 

technical controls by evaluating governance policies, AI 

lifecycle documentation, model validation records, 

explainability reports, audit evidence, and organizational 

accountability. 

 

This standards-based approach simplifies 

regulatory audits while promoting consistent 

implementation of AI governance across organizational 

departments and operational environments. 

 

Governance Layer 7: Continuous Monitoring 

Continuous monitoring provides operational 

visibility into AI model behaviour, cybersecurity events, 

infrastructure performance, and compliance status. 

Monitoring activities include performance measurement, 

anomaly detection, security event analysis, drift 

detection, audit logging, and governance reporting. 

 

The framework integrates telemetry from SIEM 

platforms, SOAR systems, endpoint detection 

technologies, OT monitoring tools, and AI performance 

dashboards to support real-time governance decisions. 

 

Continuous monitoring enables organizations to 

detect governance failures, deteriorating model 

performance, security incidents, and compliance 

deviations before they significantly affect operational 

cybersecurity. 

 

Governance Layer 8: Continuous Improvement 

The final governance layer supports 

organizational learning through structured evaluation, 

lessons learned, corrective actions, maturity assessment, 

and governance optimization. Continuous improvement 

ensures that the framework evolves alongside emerging 

technologies, regulatory requirements, and cyber threats. 

 

Performance metrics, audit findings, incident 

investigations, compliance assessments, and stakeholder 

feedback are incorporated into periodic governance 

reviews. These reviews inform policy updates, model 

retraining, governance enhancements, and strategic 

planning. 

 

By institutionalizing continuous improvement, 

organizations strengthen long-term cyber resilience and 

maintain alignment with evolving international 

standards. 

 

Cross-Cutting Governance Enablers 

Several governance capabilities support all 

eight framework layers. 

 

These include: 

1. Data governance and quality management 

2. Identity and access management 

3. Privacy and security by design 

4. AI ethics and responsible AI principles 

5. Human oversight and accountability 

6. Security awareness and workforce training 

7. Documentation and knowledge management 

8. Third-party and supply chain risk management 

9. Change and configuration management 

10. Performance measurement and maturity assessment 

These foundational capabilities ensure consistent 

governance across the entire AI lifecycle and reinforce 

organizational resilience. 

 

Alignment with NIST CSF 2.0 and IEC 62443 

The proposed framework demonstrates strong 

alignment with internationally recognized cybersecurity 

standards. Governance and risk management activities 

correspond primarily to the Govern and Identify 

functions of NIST CSF 2.0, while AI security controls 

align with Protect. 

 

Continuous monitoring supports Detect, 

incident handling processes contribute to Respond, and 

lifecycle improvement activities reinforce Recover. 

 

Similarly, the framework aligns with the 

security lifecycle principles of IEC 62443 by 

incorporating secure system design, implementation, 

operation, maintenance, monitoring, and secure 

decommissioning. This dual alignment enables 

organizations to integrate AI governance into existing 

cybersecurity programmes without replacing established 

governance structures. 

 

Practical Implementation 

The framework is intended for phased 

implementation within organizations operating critical 

infrastructure. Initial deployment should focus on 

governance structures, AI risk management, and 

standards mapping, followed by the integration of AI 

lifecycle controls, explainability mechanisms, 

compliance monitoring, and continuous improvement 

processes. 

 

Implementation should involve 

multidisciplinary collaboration among cybersecurity 
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teams, AI engineers, operational technology specialists, 

compliance officers, executive management, and internal 

auditors. Organizations should also establish governance 

metrics and periodic review processes to evaluate 

framework maturity and effectiveness. 

 

Section Summary 

This section presented the proposed AI 

Governance Framework, describing its eight governance 

layers, supporting governance capabilities, and 

alignment with NIST CSF 2.0 and IEC 62443. 

 

The framework integrates governance, risk 

management, AI lifecycle management, security 

controls, explainability, compliance, monitoring, and 

continuous improvement into a unified architecture for 

AI-driven cybersecurity. By embedding governance 

throughout the AI lifecycle, the framework promotes 

trustworthy AI deployment, regulatory compliance, 

operational resilience, and continuous organizational 

learning. The next section evaluates the proposed 

framework through standards mapping, compliance 

assessment, and validation against internationally 

recognized cybersecurity governance requirements. 

 

FRAMEWORK VALIDATION AND 

COMPLIANCE ASSESSMENT 
This section evaluates the proposed AI 

Governance Framework to determine its effectiveness, 

completeness, and alignment with internationally 

recognized cybersecurity standards. Because the 

framework represents a governance artefact rather than a 

predictive algorithm, its validation focuses on standards 

compliance, governance coverage, architectural 

consistency, and practical applicability. The evaluation 

adopts multiple complementary validation approaches 

consistent with Design Science Research (DSR), 

including standards mapping, architectural analysis, 

governance maturity assessment, expert evaluation, and 

comparative benchmarking. 

 

The primary objective of the validation is to 

assess whether the proposed framework effectively 

integrates Artificial Intelligence (AI) governance with 

the National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF) 2.0 and the IEC 

62443 series while supporting trustworthy AI 

deployment within critical infrastructure. The 

assessment also examines the framework's ability to 

address key governance requirements such as 

transparency, accountability, explainability, lifecycle 

management, regulatory compliance, and organizational 

resilience. 

 

Validation Strategy 

The proposed framework was evaluated using 

five complementary validation methods to provide a 

comprehensive assessment of its governance 

capabilities. 

 

The evaluation methods include: 

• Standards Mapping 

• Architectural Validation 

• Governance Maturity Assessment 

• Compliance Assessment 

• Comparative Analysis with Existing Governance 

Frameworks 

 

Together, these methods provide evidence of 

the framework's theoretical soundness, standards 

alignment, implementation feasibility, and practical 

relevance for organizations operating critical 

infrastructure. 
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Figure 10: Framework Validation Strategy 

Source. Developed by the author (2026), based on the NIST Cybersecurity Framework (CSF) 2.0 (National Institute 

of Standards and Technology, 2024) and IEC 62443 (International Electrotechnical Commission, 2018). 

 

Note. Figure 10 illustrates the multi-method validation 

strategy used to evaluate the proposed AI Governance 

Framework. The framework is assessed using five 

complementary methods: standards mapping, 

architectural validation, governance maturity 

assessment, compliance assessment, and comparative 

analysis. These methods collectively evaluate the 

framework's alignment with NIST CSF 2.0 and IEC 

62443, architectural consistency, governance 

effectiveness, compliance readiness, and practical 

applicability. The integrated validation approach 

provides a comprehensive assessment of the framework 

while supporting continuous improvement through 

iterative feedback. 

 

Standards Mapping 

The first validation activity assessed how 

effectively the proposed framework aligns with the six 

functions of NIST CSF 2.0 and the security lifecycle 

requirements defined in IEC 62443. Each governance 

layer was systematically mapped to the corresponding 

standard requirements to evaluate coverage and identify 

any potential gaps. 

 

The analysis demonstrated that the framework 

provides comprehensive support for all six NIST CSF 2.0 

functions: 

1. Govern through governance structures, policies, 

leadership, and accountability. 

2. Identify through AI risk assessment, asset 

management, and organizational context. 

3. Protect through AI security controls, identity and 

access management, secure development, and 

privacy protection. 

4. Detect through continuous monitoring, anomaly 

detection, and AI performance monitoring. 

5. Respond through governance-supported incident 

management, human oversight, and decision-

making processes. 

6. Recover through continuous improvement, lessons 

learned, resilience planning, and lifecycle 

management. 

  

Similarly, the framework aligns with the major 

lifecycle phases of IEC 62443, including secure system 

design, implementation, operation, maintenance, and 

secure decommissioning. 

 

 

 

 

 



 
 Awurum, N. P.; Ind J Econ Bus Manag; Vol-6, Iss-4 (Jul.-Aug, 2026): 74-103. 

 

*Corresponding Author: Nonye Peter Awurum 96 

 

Table 2: Mapping Between AI Governance Layers and International Cybersecurity Standards 

Governance Layer NIST CSF 2.0 IEC 62443 

Governance & Organizational Oversight Govern Security Management 

AI Risk Management Govern, Identify Risk Assessment 

AI Lifecycle Management Identify, Protect Secure Development Lifecycle 

AI Security Controls Protect System Design & Implementation 

Explainable AI & Human Oversight Govern, Respond Operational Procedures 

Compliance & Standards Alignment Govern Compliance Management 

Continuous Monitoring Detect Monitoring & Maintenance 

Continuous Improvement Recover Lifecycle Improvement 

 

The mapping demonstrates complete alignment 

between the proposed governance framework and 

internationally recognized cybersecurity standards. 

 

Architectural Validation 

Architectural validation examined the internal 

consistency, modularity, interoperability, and scalability 

of the proposed governance framework. 

 

The layered architecture enables organizations 

to implement governance incrementally without 

disrupting existing cybersecurity operations. Each 

governance layer performs a distinct function while 

interacting with adjacent layers through standardized 

governance processes and feedback mechanisms. 

 

The architecture also supports interoperability 

with common cybersecurity technologies, including: 

1. Security Information and Event Management 

(SIEM) 

2. Security Orchestration, Automation and Response 

(SOAR) 

3. Identity and Access Management (IAM) 

4. Threat Intelligence Platforms 

5. Industrial Control Systems (ICS) 

6. Operational Technology (OT) Security Platforms 

7. AI and Machine Learning Platforms 

 

This modular design facilitates adoption across 

organizations with different levels of cybersecurity 

maturity. 

 

Governance Maturity Assessment 

To evaluate organizational readiness, the 

framework incorporates a governance maturity model 

consisting of five progressive maturity levels. 

 

Table 3: AI Governance Maturity Levels 

Level Governance Maturity Characteristics 

1 Initial Ad hoc AI governance with limited documentation. 

2 Developing Basic governance policies and partial standards alignment. 

3 Defined Formal governance processes integrated with cybersecurity operations. 

4 Managed Continuous monitoring, AI lifecycle governance, and compliance 

management. 

5 Optimized Fully integrated governance with continuous improvement and adaptive risk 

management. 

 

Organizations can use this maturity model to 

assess current governance capabilities, identify 

improvement opportunities, and develop structured 

governance roadmaps. 

 

Compliance Assessment 

Compliance assessment evaluated how 

effectively the framework supports regulatory and 

standards compliance across AI governance activities. 

 

The assessment considered the following 

criteria: 

• Governance policies and organizational 

accountability. 

• AI lifecycle documentation. 

• Model validation and verification. 

• Explainability and transparency. 

• Risk management practices. 

• Human oversight mechanisms. 

• Continuous monitoring and auditing. 

• Incident response governance. 

• Documentation and evidence management. 

 

The results indicate that the proposed 

framework provides comprehensive governance 

coverage across these compliance domains while 

supporting audit readiness and regulatory reporting. 
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Figure 11: Compliance Assessment Process 

Source. Developed by the author (2026), based on the NIST Cybersecurity Framework (CSF) 2.0 (National Institute 

of Standards and Technology, 2024) and IEC 62443 (International Electrotechnical Commission, 2018). 

 

Note. Figure 11 illustrates the compliance assessment 

process for evaluating the proposed AI Governance 

Framework. The workflow comprises seven sequential 

phases: defining compliance scope and requirements, 

gathering evidence, evaluating compliance, analyzing 

findings, developing remediation plans, 

implementing corrective actions, and reporting audit 

outcomes. A continuous feedback loop supports ongoing 

monitoring and improvement, ensuring sustained 

alignment with NIST CSF 2.0, IEC 62443, 

organizational governance objectives, and regulatory 

requirements. 

 

Comparative Analysis with Existing Frameworks 

The proposed framework was compared with existing 

cybersecurity and AI governance approaches to evaluate 

its relative strengths. 

 

Table 4: Comparison of AI Governance Frameworks 

Capability NIST CSF 2.0 IEC 62443 Proposed Framework 

Cybersecurity Governance ✓ ✓ ✓ 

AI Lifecycle Governance Partial Limited ✓ 

Explainable AI No No ✓ 

AI Risk Management Partial Partial ✓ 

Human Oversight Limited Limited ✓ 

Continuous AI Monitoring Partial Partial ✓ 

Standards Integration NIST only IEC only ✓ 

Continuous Governance Improvement Partial Partial ✓ 

 

The comparison demonstrates that the proposed 

framework extends existing standards by explicitly 

incorporating AI governance capabilities while 

preserving alignment with internationally accepted 

cybersecurity principles. 

 

DISCUSSION OF VALIDATION 

RESULTS 
The validation confirms that the proposed AI 

Governance Framework provides a comprehensive and 

practical approach for governing AI-enabled 
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cybersecurity within critical infrastructure. Unlike 

existing standards that primarily address cybersecurity 

management or industrial system protection 

independently, the proposed framework integrates AI 

lifecycle governance, explainability, risk management, 

compliance, and continuous improvement within a 

unified architecture. 

 

The standards mapping demonstrates complete 

coverage of the six NIST CSF 2.0 functions while 

maintaining consistency with the defence-in-depth 

philosophy of IEC 62443. The governance maturity 

model further enables organizations to evaluate 

implementation progress and prioritize governance 

improvements based on organizational capability and 

risk exposure. 

 

The modular architecture enhances scalability 

and interoperability, allowing organizations to integrate 

the framework with existing cybersecurity technologies 

and governance processes. Moreover, the inclusion of 

Explainable Artificial Intelligence and human oversight 

strengthens transparency and accountability, addressing 

governance challenges associated with increasingly 

autonomous AI systems. 

 

Overall, the validation indicates that the 

proposed framework is suitable for supporting secure, 

trustworthy, and standards-compliant AI deployment 

across diverse critical infrastructure sectors. 

 

Section Summary 

This section validated the proposed AI 

Governance Framework using standards mapping, 

architectural validation, governance maturity 

assessment, compliance evaluation, and comparative 

analysis. The findings demonstrate strong alignment with 

NIST CSF 2.0 and IEC 62443, while extending existing 

governance approaches through the integration of AI 

lifecycle management, Explainable Artificial 

Intelligence, human oversight, and continuous 

governance improvement. The evaluation confirms that 

the framework provides a practical and scalable 

foundation for implementing trustworthy AI-driven 

cybersecurity within critical infrastructure. The next 

section discusses the broader implications of the 

findings, highlights the theoretical and practical 

contributions of the framework, and examines its 

relevance for cybersecurity governance and future AI-

enabled critical infrastructure protection. 

 

DISCUSSION 
This section discusses the significance of the 

proposed AI Governance Framework in relation to 

existing cybersecurity governance models and 

international standards. The discussion interprets the 

validation findings, evaluates the framework's theoretical 

and practical contributions, and examines its 

implications for organizations responsible for protecting 

critical infrastructure. 

Particular attention is given to the framework's 

ability to integrate Artificial Intelligence (AI) 

governance with the National Institute of Standards and 

Technology Cybersecurity Framework (NIST CSF) 2.0 

and the IEC 62443 series while supporting trustworthy, 

transparent, and standards-compliant AI deployment. 

 

Interpretation of the Findings 

The validation results demonstrate that the 

proposed framework provides a comprehensive 

governance approach for integrating AI into 

cybersecurity operations while maintaining alignment 

with internationally recognized standards. Unlike 

conventional cybersecurity governance models, which 

primarily focus on organizational risk management or 

technical controls, the proposed framework incorporates 

AI-specific governance requirements such as lifecycle 

management, model validation, explainability, human 

oversight, and continuous monitoring. 

 

The standards mapping confirms that each 

governance layer contributes directly to one or more of 

the six functions of NIST CSF 2.0—Govern, Identify, 

Protect, Detect, Respond, and Recover—while 

simultaneously supporting the defence-in-depth 

philosophy and security lifecycle requirements of IEC 

62443. This dual alignment demonstrates that AI 

governance can be embedded within existing 

cybersecurity programmes without requiring 

organizations to replace established governance 

structures. 

 

Furthermore, the governance maturity model 

and compliance assessment indicate that organizations 

can implement the framework progressively according to 

their operational requirements and cybersecurity 

maturity. This phased implementation approach 

enhances organizational flexibility while supporting 

continuous governance improvement. 

 

Comparison with Existing Governance Frameworks 

Several international frameworks address 

cybersecurity governance, enterprise risk management, 

or responsible AI. However, most existing approaches 

focus on these domains independently rather than 

providing an integrated governance model for AI-

enabled cybersecurity. 

 

The NIST Cybersecurity Framework 2.0 

establishes a comprehensive risk-based approach to 

cybersecurity governance but does not explicitly define 

mechanisms for governing AI models throughout their 

lifecycle (National Institute of Standards and 

Technology [NIST], 2024). Similarly, the IEC 62443 

series provides detailed guidance for securing Industrial 

Automation and Control Systems (IACS) but offers 

limited direction regarding AI transparency, model 

validation, explainability, or AI-specific risk 

management (International Electrotechnical 

Commission [IEC], 2018). 
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Emerging AI governance initiatives—including 

the NIST AI Risk Management Framework (AI RMF 

1.0) and the OECD AI Principles—promote trustworthy 

AI by emphasizing fairness, transparency, 

accountability, and human oversight. Nevertheless, these 

frameworks are not specifically designed to support 

cybersecurity operations within critical infrastructure 

environments and do not explicitly integrate with 

operational cybersecurity standards. 

 

The proposed framework addresses these 

limitations by combining AI lifecycle governance with 

established cybersecurity governance principles. This 

integration enables organizations to implement AI 

technologies while maintaining consistency with 

recognized standards, improving governance maturity, 

and supporting long-term cyber resilience. 

 

Theoretical Contributions 

This study makes several contributions to the 

academic literature on AI governance and cybersecurity. 

 

First, it extends cybersecurity governance 

research by introducing an integrated framework that 

explicitly aligns AI governance with NIST CSF 2.0 and 

IEC 62443. While previous studies have examined AI 

governance and cybersecurity independently, this 

research demonstrates how both domains can be 

combined into a unified governance architecture for 

critical infrastructure. 

 

Second, the study contributes to AI governance 

literature by embedding governance activities 

throughout the AI lifecycle rather than limiting 

governance to policy development or ethical 

considerations. The proposed lifecycle model 

incorporates planning, development, validation, 

deployment, monitoring, maintenance, and retirement, 

thereby supporting continuous governance and 

accountability. 

 

Third, the framework advances Design Science 

Research by demonstrating how governance-oriented 

artefacts can address practical cybersecurity challenges 

while contributing to theoretical knowledge. The 

structured validation approach also provides a replicable 

methodology for evaluating future AI governance 

frameworks. 

 

Finally, the integration of Explainable Artificial 

Intelligence (XAI) and human oversight into 

cybersecurity governance expands current research on 

trustworthy AI by emphasizing transparency, 

accountability, and informed decision-making in 

operational security environments. 

 

Practical Implications for Critical Infrastructure 

The proposed framework has significant 

implications for organizations operating critical 

infrastructure, where AI-enabled cybersecurity systems 

increasingly support operational decision-making. By 

integrating governance, risk management, standards 

compliance, and lifecycle management, the framework 

provides a practical roadmap for deploying AI 

technologies responsibly and securely. 

 

For executive leadership, the framework offers 

structured governance mechanisms that improve 

strategic oversight, accountability, and alignment 

between AI initiatives and organizational objectives. 

Cybersecurity teams benefit from standardized processes 

for AI model validation, monitoring, explainability, and 

incident response, while compliance professionals can 

use the framework to strengthen audit readiness and 

regulatory reporting. 

 

The framework is also applicable across 

multiple sectors, including oil and gas, energy, 

manufacturing, transportation, healthcare, 

telecommunications, and water utilities. Its modular 

architecture allows organizations to adapt governance 

controls according to their operational environments, 

cybersecurity maturity, and regulatory obligations. 

 

By integrating continuous monitoring and 

feedback mechanisms, the framework supports ongoing 

adaptation to emerging cyber threats, technological 

advances, and evolving regulatory requirements, thereby 

strengthening organizational resilience. 

 

Governance and Regulatory Implications 

The rapid adoption of AI has prompted 

governments and regulatory bodies to develop policies 

for responsible AI deployment. Organizations are 

increasingly expected to demonstrate that AI systems are 

secure, transparent, explainable, and accountable, 

particularly in safety-critical environments. 

 

The proposed framework contributes to these 

objectives by embedding governance mechanisms that 

support documentation, auditability, model traceability, 

risk management, and human oversight. These 

capabilities facilitate compliance with cybersecurity 

regulations and emerging AI governance requirements 

while improving organizational confidence in AI-

assisted decision-making. 

 

Furthermore, the framework provides a 

foundation for harmonizing AI governance with existing 

cybersecurity standards, reducing duplication of 

governance activities and enabling organizations to 

implement integrated compliance programmes. 

 

Limitations of the Study 

Although the proposed framework provides a 

comprehensive governance model, several limitations 

should be acknowledged. 

 

First, the framework was validated through 

standards mapping, architectural analysis, governance 
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maturity assessment, compliance evaluation, and 

comparative analysis rather than through deployment in 

a live operational environment. Practical implementation 

within industrial organizations would provide additional 

evidence regarding usability, scalability, and long-term 

effectiveness. 

 

Second, the framework was developed 

primarily for critical infrastructure environments and 

may require adaptation before being applied to other 

sectors with different operational or regulatory 

requirements. 

 

Third, the rapid evolution of AI technologies 

and cybersecurity threats means that governance 

requirements will continue to change. Consequently, 

periodic updates to the framework will be necessary to 

maintain alignment with future standards, regulations, 

and technological developments. 

 

Future Research Directions 

Several opportunities exist for extending this 

research. 

Future studies should evaluate the framework 

through real-world implementation within operational 

critical infrastructure organizations to assess its 

effectiveness under practical conditions. Longitudinal 

studies could also investigate how governance maturity 

evolves over time and how governance practices 

influence organizational cyber resilience. 

 

Further research may explore integration of the 

framework with emerging technologies such as federated 

learning, digital twins, zero-trust architectures, quantum-

resistant cybersecurity, autonomous security operations, 

and large language models (LLMs). Additionally, 

quantitative maturity models and performance metrics 

could be developed to support objective benchmarking 

of AI governance across organizations and industry 

sectors. 

 

Cross-sector comparative studies involving 

energy, healthcare, manufacturing, transportation, and 

financial services would also provide valuable insights 

into the adaptability of the framework across diverse 

operational environments. 

 

Section Summary 

This section discussed the theoretical 

significance, practical implications, and governance 

contributions of the proposed AI Governance 

Framework. The findings demonstrate that integrating AI 

lifecycle governance with NIST CSF 2.0 and IEC 62443 

provides a structured approach for implementing 

trustworthy, transparent, and standards-compliant AI-

driven cybersecurity within critical infrastructure. The 

framework extends existing cybersecurity governance 

models by incorporating AI-specific governance 

mechanisms, including explainability, human oversight, 

continuous monitoring, and lifecycle management. 

While the study identifies several limitations, it 

establishes a strong foundation for future research on AI 

governance, cybersecurity resilience, and standards-

based AI deployment. The final section concludes the 

paper by summarizing the key findings, highlighting the 

principal research contributions, presenting 

recommendations for practitioners and policymakers, 

and outlining future directions for advancing AI 

governance in critical infrastructure. 

 

CONCLUSION 
The rapid integration of Artificial Intelligence 

(AI) into cybersecurity has significantly enhanced 

organizations' ability to detect sophisticated cyber 

threats, automate security operations, and improve cyber 

resilience. However, the widespread deployment of AI-

enabled cybersecurity systems has also introduced new 

governance challenges related to transparency, 

accountability, explainability, lifecycle management, 

and regulatory compliance. While internationally 

recognized cybersecurity standards such as the National 

Institute of Standards and Technology Cybersecurity 

Framework (NIST CSF) 2.0 and the IEC 62443 series 

provide comprehensive guidance for cybersecurity risk 

management and industrial control system security, they 

do not explicitly address the governance requirements 

associated with AI-driven cybersecurity. 

 

This study addressed this gap by proposing a 

comprehensive AI Governance Framework that 

systematically aligns AI-enabled cybersecurity with 

NIST CSF 2.0 and IEC 62443. Developed using the 

Design Science Research (DSR) methodology, the 

framework integrates organizational governance, AI risk 

management, AI lifecycle management, security 

controls, Explainable Artificial Intelligence (XAI), 

standards compliance, continuous monitoring, and 

continuous improvement into a unified governance 

architecture for critical infrastructure. 

 

The framework was validated through standards 

mapping, architectural validation, governance maturity 

assessment, compliance evaluation, and comparative 

analysis. The results demonstrate that the proposed 

framework provides comprehensive coverage of the six 

NIST CSF 2.0 functions—Govern, Identify, Protect, 

Detect, Respond, and Recover—while remaining 

consistent with the defence-in-depth philosophy and 

lifecycle security principles of IEC 62443. Furthermore, 

the framework extends existing cybersecurity 

governance models by incorporating AI-specific 

governance mechanisms, including explainability, 

human oversight, continuous model monitoring, and 

lifecycle governance. 

 

Overall, the findings indicate that integrating AI 

governance with internationally recognized 

cybersecurity standards enhances organizational 

resilience, strengthens regulatory compliance, improves 

governance maturity, and promotes trustworthy AI 
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adoption within critical infrastructure. The proposed 

framework therefore provides a practical foundation for 

organizations seeking to deploy AI-enabled 

cybersecurity systems in a secure, transparent, and 

standards-compliant manner. 

 

Research Contributions 

This study makes several important 

contributions to cybersecurity governance and AI 

research. 

 

First, it introduces a novel governance 

framework that explicitly aligns AI-driven cybersecurity 

with NIST CSF 2.0 and IEC 62443, bridging the gap 

between AI governance principles and established 

cybersecurity standards. 

 

Second, the study proposes an integrated AI 

lifecycle governance model that embeds governance 

controls throughout every phase of the AI lifecycle, from 

planning and development to deployment, monitoring, 

maintenance, and retirement. 

 

Third, the framework incorporates Explainable 

Artificial Intelligence (XAI) and human oversight as 

core governance components, improving transparency, 

accountability, and trust in AI-assisted cybersecurity 

decision-making. 

 

Finally, the research provides a structured 

methodology for evaluating AI governance frameworks 

through standards mapping, compliance assessment, 

governance maturity analysis, and architectural 

validation, thereby contributing a practical approach that 

can be replicated and extended in future studies. 

 

Practical Recommendations 

Based on the findings of this study, the following 

recommendations are proposed: 

• Organizations responsible for protecting critical 

infrastructure should integrate AI governance into 

existing cybersecurity governance programmes 

rather than managing AI as an independent 

technology initiative. 

• AI-enabled cybersecurity systems should be aligned 

with NIST CSF 2.0 and IEC 62443 to strengthen 

governance, improve regulatory compliance, and 

support cyber resilience. 

• Organizations should establish formal AI lifecycle 

management processes that include model 

validation, continuous monitoring, periodic 

retraining, documentation, and secure retirement of 

AI models. 

• Explainable Artificial Intelligence (XAI) and human 

oversight should be incorporated into AI-assisted 

cybersecurity operations to improve transparency, 

accountability, and stakeholder confidence. 

• Regular governance maturity assessments and 

compliance audits should be conducted to ensure 

continuous improvement and adaptation to 

emerging cybersecurity threats, evolving AI 

technologies, and changing regulatory requirements. 

 

Limitations and Future Research 

Although the proposed framework 

demonstrates strong alignment with international 

cybersecurity standards, several limitations should be 

acknowledged. The framework was validated through 

standards mapping, architectural analysis, governance 

maturity assessment, and compliance evaluation rather 

than through deployment within live operational 

environments. Future research should therefore 

investigate its implementation and effectiveness across 

real-world critical infrastructure organizations. 

 

Further studies should also explore the 

integration of the framework with emerging technologies 

such as Large Language Models (LLMs), federated 

learning, digital twins, Zero Trust Architecture, 

autonomous Security Operations Centres (SOCs), 

and post-quantum cybersecurity. In addition, 

quantitative governance metrics and automated 

compliance monitoring techniques could be developed to 

support objective measurement of AI governance 

maturity and organizational performance across different 

industry sectors. 

 

Final Remarks 

As Artificial Intelligence continues to reshape 

the cybersecurity landscape, governance will become as 

important as technological capability. Organizations can 

no longer rely solely on high-performing AI models; they 

must also ensure that these systems are transparent, 

accountable, secure, and aligned with internationally 

recognized standards. The proposed AI Governance 

Framework demonstrates that integrating AI lifecycle 

management with NIST CSF 2.0 and IEC 62443 

provides a practical and scalable approach for achieving 

these objectives. 

 

By combining governance, risk management, 

standards compliance, explainability, continuous 

monitoring, and organizational oversight within a single 

architecture, the framework provides a comprehensive 

foundation for trustworthy AI-enabled cybersecurity. Its 

adoption can help critical infrastructure organizations 

strengthen cyber resilience, improve regulatory 

compliance, enhance stakeholder confidence, and 

support the responsible deployment of AI technologies in 

increasingly complex and interconnected operational 

environments. 
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